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13 Cnncok ncnonb3oBaHHbIX MCTOYHUKOB



ONMPEQOEJIEHUA

B HacTosilem JoKyMeHTe MCNOoMb3YTCA crneayowme TeEpMUHbI U X onpeaeneHns.

ABTOMatTM3npoBaHHasA cucTemMa — CUCTEMa, COCTOdAWas W3 nepcoHana W
KOomMmMnekca cpefCcTB aBToOMaTU3aUmMM ero AeATenbHOCTY, peanuayowas MHOPMaLMOHHYO
TEXHOMOIMI0 BbINOSTHEHNS YCTAHOBMNEHHbIX (PYHKLINIA.

AyTeHTUdMKauma oTnpaBuTEeNA [AaHHbIX — MOATBEPXAEeHMe TOro, 4to OT-
npaBuTENb NOSTYYEHHbIX AAaHHbIX COOTBETCTBYET 3asiBIIEHHOMY.

Be3onacHOCTb NepcoHanbHbIX AaHHbIX — COCTOsIHME 3alMLEHHOCTU nepco-
HanbHbIX JaHHbIX, XapakTepn3yemoe CrnoCOOHOCTbLIO Nofb3oBaTeNEN, TEXHUYECKUX CPEACTB
N NHMOOPMALMOHHbLIX TEXHOMOrMM obecneunTb KOHPUAEHUMANbHOCTb, LENOCTHOCTb U
AOCTYNHOCTb NEepPCOHarnbHbIX AaHHbIX Npu ux obpaboTke B MHE(OPMAaLMOHHBLIX CUCTEMAX
nepcoHarnbHbIX JaHHbIX.

BuomeTpuUyeckme nepcoHanbHble AaHHbIe — CBEAEHUS, KOTOPbIE XapakTepuayrT
dusnonornyeckne oCobeHHOCTN YernoBeka U Ha OCHOBE KOTOPbIX MOXHO YCTAHOBUTb €ro
NMYHOCTb, BKMOYaa doTorpacdmm, oTneyatku nanbueB, obpa3 ceTyaTkm rnasa,
0COOEHHOCTN CTPOEHNA Tena n Apyryo nogodHy nHgopmaumto.

BnokupoBaHMe nepcoHanbHbIX AaHHbIX — BPeEMEHHOE npekpaweHune cbopa,
cucTtemMaTm3auumn, HakonSieHUs, WUCMOSb30BaHWs, PacnpOCTPaHEHUs, MEepPCOHarbHbIX
AaHHbIX, B TOM YnCre nx nepegaymn.

Bupyc (KoMnbHOTEepPHbIN, NPOrpaMMHbIN) — UCNOSTHAEMbIN NPOrpPaMMHbIA KOA NI
MHTEepnpeTUpyemMbIn Habop NHCTPYKLMNA, obnagatoLmnn CBOMCTBaMMU He-
CaHKUMOHMPOBAHHOIO  pacrnpoCcTpaHeHnsas 1M camoBocnpoudBeneHnsi.  CosgaHHble
AybnukaTbl KOMNLIOTEPHOIO BUPYCa HE BCerga coBnagarT C OpUrMHanom, HO COXPaHsT
CNOCOBHOCTL K AarnbHenLWweMy pacnpoCcTpaHEHNIO N CAMOBOCTNPOU3BEAEHUIO.

BpenoHocHas nporpamma — nporpamma, npegHasHayeHHasi Ans OCyLLEeCTBNEHUS
HeCaHKLMOHMPOBAHHOIO AocTyna un (unu) BO3LENCTBUSA Ha MNEpPCOHanbHblE AaHHbIE WK
pecypcbl MIHGPOPMALMOHHOW CUCTEMbI NEPCOHANbHbLIX AAHHbIX.

BcnomoraTtenbHble TeXHUYECKUe cpeacTBa M CUCTEMbI — TEXHUYECKME cpea-
CTBAa W CUCTEMbI, HE MpedHa3HadyeHHble [nOns nepegadn, obpaboTkm M XpaHeHus
nepcoHarnbHbIX AaHHbIX, YCTaHaBMMBAEMble COBMECTHO C TEXHMYECKMMWU cpeacTBamMu U
cuctemMamu, npegHasHadeHHbIMM ans ob6paboTKM  nNepCcoHanbHbIX AaHHbIX WK B
NMOMELLIEHNSIX, B KOTOPbIX YCTAHOBIEHBI MHGOPMALIMOHHBIE CUCTEMBI NEPCOHANbHbLIX AAHHbIX.

HdocTtyn B onepauuoHHyl cpeny KomnbroTepa (MH(POPMaLUMOHHOW CUCTEMbI

nepCcoHanbHbIX ,ElaHHbIX)— nosiydyeHmne BO3MOXXHOCTU 3arycka Ha BbIMNOJIHEHWE LUTAaTHbIX



KOMaHg, YyHKUMA, npouedyp OrnepauMoHHOM  CUCTEMbl  (YHUHTOXEHMWS!,  KOMUPOBaHMS,
nepemeLleHunst 1 T.M.), UICNOSHSAEMbIX (hanmnoB NPUKagHbIX NPOrpamMm.

Hdoctyn K wHdoOpmMauum — BO3MOXHOCTb MOMyYEHUss WHoOpMauMM n ee Wuc-
Nosib30BaHUS.

3aknago4yHoe YCTPOMUCTBO — 3fEMEHT CpeactBa Cbema WHEOpMaUUK, CKPbITHO
BHeJpsieMbI (3aKnagbiBaeMbivi Ui BHOCUMBIN) B MeCTa BO3MOXHOIO CbemMa MHpopmaLum (B TOM
yucne B OrpakaeHue, KOHCTpyKumto, obopyaoBaHue, npeameTbl MHTepbepa, TPaHCMOPTHbIe
CpeacTBa, a Takke B TEXHUYECKMe cpeacTBa U cuctembl 06paboTkm nHpopmaumn).

3awmwaemaa wuHdopmaums — wnHPoOpMaUMs, SBMSAIOLWIAACS NpeaMeToM  Cob-
CTBEHHOCTU M noArexaias 3awpmre B COOTBETCTBUM C TPeOOBaHUSAMM NPaBOBbIX JOKYMEHTOB
nnm TpeboBaHMAMM, yCTaHaBNMBaEMbIMM COBCTBEHHUKOM MHAbopMaLmN.

UpeHTndmkauma — npmcsoeHne cybbektam n obbektam ocTyna naeHTudmkaTopa u
(wnn)  cpaBHeHWe nNpeabsBrsEMOro  MOEHTUMKATOpa C  MEepeYHeM  MPUCBOEHHbIX
naoeHTnnKaTopoB.

MHdopMaTUBHBLIA CUrHam — 3neKkTpu4eckne CcurHanbl, aKyCTU4eckue, arnek-
TPOMarHUTHble 1 apyme dumandeckme Mnoss, rno napameTpam KOTOpbIX MOXET ObITb packpbiTa
KOH(pmaeHumanbHaa  mHgopMaumst  (nepcoHanbHble  AaHHble)  obpabatbiBaemasi B
MHPOPMAaLIMOHHOM cUCTEME NEPCOHAsTbHbIX AaHHbIX.

MUHdopmaumoHHan cucrtema nepcoHasnbHbIX OaHHbIX (Mcnau) —
WHOPMaUMOHHas cuctema, npeacrasnsowas cobor COBOKYMHOCTb MNEepPCOHarbHbIX
AaHHbIX, cogepXawmxcsd B 0ase OaHHbIX, a Takke WMH(POPMALMOHHBLIX TEXHOMOMMN U
TEXHUYECKMX CPEACTB, MO3BONSAIOLWMX OCYLWECTBAATL 06paboTKy Takux nepcoHasibHbIX
AaHHbIX C MCMNOMb30BaHMEM CpeaCcTB aBToMaTtTmsauuum unm 6e3 MCNonb3oBaHWSA TaKMX
cpencTs.

MHcopMaLMOHHbIE TEXHONOrMM — MPOLECChl, METOAbI Moucka, cbopa, XpaHeHus,
06paboTKM, MpenoCTaBneHns, PacrnpoCTPaHeHUss UHAOpPMaUMM M cnocobbl OCYLLECTBIIEHUS
TakMx NpoLeccoB U METOO0B.

Mcnonb3oBaHMe nepcoHanbHbIX JAaHHbIX — OencTBus  (onepaumn) C
nepcoHanbHbIMKU JAHHbIMW, COBEPLLUAEMbIE OMNEPATOPOM B LIENSAX NPUHATUS PELUEHUIN NN
COBEPLLEHNS UHbIX OENCTBUNA, MOPOXAAMLLNX IOPUANYECKME NOCMNEACTBUS B OTHOLUEHUN
cybGbeKkTa nepcoHarnbHbIX AaHHbIX UKW APYrMx nuu NMbo nHbIM 0Bpa3om 3aTparveBaoLLmnx
npasa n cBob6oabl cybbekTa NnepcoHanbHbIX 4aHHbIX UNW APYrnX nny,.

MUcTouyHMKk yrposbl 6GesonacHoctn uHdopmaumm — cybbekT [octyna, Mmate-
pyarnbHbIN 0OOBEKT U hU3NYECKOE SIBNEHUE, SBISAIOLUMECH MPUYNHON BO3HUKHOBEHWUS YrpoO3bl

6esonacHoCcTM MHOopMaL K.



KoHTponupyemasa 30Ha — MpOCTPAHCTBO (TEppuUToOpUs, 34aHWe, 4YacTb 30aHus,
NMOMELLEHNE), B KOTOPOM UCKIMKOYEHO HEKOHTPONMpyemoe npebbiBaHNE MOCTOPOHHMX NNL, a TakkKe
TPaHCMOPTHbIX, TEXHUYECKMX U MHbIX MaTepuarbHbIX CPEACTB.

KoHcdmaeHumManbHOCTb NepcoHanbHbIX AaHHbIX — 0bsA3aTenbHoe Ana cobnto-
OEHVS1 onepaTtopoM WM MHbIM  MOMYYMBLUMM  OOCTYM K MEePCOHanbHbiM  AaHHbIM - JIALIOM
TpeboBaHWe He AonyckaTb UX pacrpocTpaHeHne 6e3 cornacusi cybbekTa nepcoHarnbHbIX AaHHbIX
W HaNMW4Ynsi MHOTO 3aKOHHOTO OCHOBAHWUS.

MexceTeBOoW 3KpaH — JokarlbHOe (OQHOKOMMOHEHTHOE) W OYHKUMOHASBHO-
pacnpegeneHHoe nporpaMMHoe (MporpamMmmHo-annapaTHoe) CPeaCcTBO (KOMMIIEKC), peanuaytoLLee
KOHTPOSb 3a WH(bopMaumen, nocTyrnarowen B WHEOPMAUMOHHYID CUCTEMY MEepPCOHarbHbIX
AaHHbIX 1 (MK) BbIXOASLEN N3 MHPOPMALMOHHON CUCTEMBI.

HapywuTtenbs 6e30nmacHOCTU NepCOHalNbHbIX AaHHbIX — QU3NYeckoe NnLo,
CryYaHO WM npegHaMepPeHHO CoBepLUaloLLee [OEWCTBUS, CreaCTBMEM KOTOPbIX SABMSIETCA
HapyLLeHne 6e30MacHOCTN NePCOHAasbHbIX AaHHbIX NMPU UX 0BPaboTKe TEXHNYECKUMU CPEACTBaMU
B MIHGPOPMALMOHHBIX CUCTEMAX NEPCOHArbHbIX AaHHbIX.

HeaBTOMaTM3MpoBaHHass oOpabGoTka nepcoHanbHbIX AaHHbIX — 06paboTka
nepcoHarbHbIX [aHHbIX, coAepXalmnxcs B WH(OPMALNOHHOW cUCTeME MepCOHarnbHbIX
AaHHbIX MO0 KM3BMEYEHHbIX M3 TakOM CUCTEMbl, CYMTaeTCs oOcyllecTBneHHon 6e3
MCNonb30BaHUs Cpeacts  aBToMaTm3auun (HeaBTOMaTU3MPOBAHHOW), ecrnu  Takue
OENCTBUA  C  MNepcoHamnbHbIMW  [aHHbIMKW,  KaKk  WUCMNONb30BaHWEe,  YTOYHEHWue,
pacnpocTpaHeHue, YHUYTOXEHWE MepCOoHarnbHbIX [AAHHbIX B OTHOLUEHUM KaXOdoro u3
CyOBbEKTOB MepcoHanbHbIX AAHHbIX, OCYLLECTBAATCA NPU HEnocpeAcTBEHHOM Yy4yacTuu
YyenoBeka.

HepeknapupoBaHHble BO3MOXHOCTU — (DYHKUMOHAmNbHbIE BO3MOXHOCTU CPeaCcTB
BbIUMCIIUTENBHON TEXHWKW, HE OMNWUCaHHble WM He COOTBETCTBYHOLLME OMUCAHHbIM B
AOKyYMEHTaUMK, npy UCMoNb30BaHMN KOTOPbIX BO3MOXHO HapylleHue KOHuaeHUMansHOCTH,
AOCTYMHOCTW UK LIeNTOCTHOCTY obpabaTbiBaeMon MHopMaLnn.

HecaHKUMOHUPOBaHHLIM AOCTYN (HECaHKUMOHMPOBaAHHbIE [ENUCTBUA) — OOCTYN
K MHCpopMaLum nnv SENCTBUA C MHCpOpMaLMen, HapyLLaloLLme npasunia pasrpaHuyeHnsa 4octyna
C MCMOSNb30BaHMEM LUTATHbIX CPeACTB, MPeAoCTaBnseMblX MHPOPMALMOHHBIMU CUCTEMaMKU
nepcoHarbHbIX JAaHHbIX.

Hocutenb nHdopmaumm — pmanyeckoe nuUo Mnm MaTepuarnbHbin 0OLEKT, B TOM YnChe
dom3nyeckoe nosrie, B KOTOPOM MH(pOpMaumsi HaxoOuT CBOe OTpaxeHwe B Buae CUMBOJSIOB,
06pa3oB, CUrHaNOB, TEXHWYECKUX PELUEHVW M MPOLECCOB, KONMMYECTBEHHbIX XapaKTepUCTUK

PU3NYECKMX BENTNYNH.



Ob6e3nnumMBaHue nepcoHanbHbIX AAaHHbIX — OEWCTBUSA, B pe3ynbTaTe KOTOPbIX
HEBO3MOXHO ONpeaennTb MNPUHAOSIEXXHOCTb MNEePCOHarbHbIX [aHHbIX KOHKPETHOMY
Ccyb6beKTY NepCcoHanbHbIX aHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX — OEUCTBUSA (Onepauun) C nepcoHanbHbIMM
AaHHbIMKM, BKItoYas cbop, cuctemaTn3aumio, HakomnneHme, XpaHeHme, yTouHeHe (oBHoBMeHme,
N3MEHEHME), UCMOSNb30BaHMe, pacnpocTpaHeHne (B TOM 4ucne nepegady), obesnnyumsaHuve,
GrOKMPOBaHNE, YHNUTOXEHME NEPCOHANbHbLIX AaHHbIX.

O6wenocTynHble NepcoHalnbHble AaHHble — NepcoHarnbHble AaHHble, OOCTYnN
HEOrpaHMYeHHOro Kpyra Ny, K KOTOpbIM MpedocTaBfneH C cornacusa  cybbekTa
nepcoHarbHbIX AaHHbIX UM Ha KOTOPblE B COOTBETCTBUM C heaepanbHbiMM 3aKOHaMn He
pacnpocTpaHsieTca TpeboBaHme cobniogeHns KOHPUAEHLMANBbHOCTMW.

OnepaTtop (NepcoHanbHbIX AAaHHbIX) — FOCY4APCTBEHHbIA OpraH, MyHULMNanbHbI
opraH, topuamndeckoe unu usmdeckoe nuLo, OpraHmaylolee W (Unu) OCyLeCTBRsOLLEe
06paboTKy NepcoHarnbHbIX AaHHbIX, @ Takke onpeaensiowme Lenm n cogepxkaHmne obpaboTkm
nepcoHarnbHbIX JAaHHbIX.

TexHunyeckne cpepncTtBa MHGPOPMALUMOHHOW CUCTEMbl MEpPCOHaNbHbIX
AaHHbIX — CPEACTBA BbIYNCINTENBHON TEXHWKW, MHPOPMALIMOHHO-BBIYNCTIUTENBHBIE KOMMMEKCHI
N ceTn, cpeactsa M CUCTEMbI Mnepepayn, npuema u obpabotkm MOH (cpeaoctBa M cuctTembl
3BYKO3anmcy, 3BYKOYCUINEHWS, 3BYKOBOCMPOU3BEAEHUS, MEPEroBOpHbIE W  TENEBU3NOHHbIE
YCTPOWNCTBA, CpeacTBa W3rOTOBMEHUS, TUPaXUPOBaHWUA [AOKYMEHTOB W Opyrve TexHu4deckue
cpeactBa 00paboTKM peyveBon, rpadmyeckon, BMOEO- M ByKBEHHO-UMGPOBOM MHGopMaLmn),
nporpaMmHble cpeacTBa (OnepaunoHHbIE CUCTEMbl, CUCTEMbI YrnpaBrieHns 6asamu JaHHbIX U
T.N.), cpeacTea 3almTbl MHopMaLIMK, MPUMEHSAEMbIE B MH(POPMALIMOHHBIX CUCTEMAX.

MepexBat (MHcpopMaUMKM) — HenpaBOMEpPHOE MOsfyyYeHne uHdopMaumMm C UC-
Nnonb30BaHMEM TEXHMYECKOrO CpeacTBa, OCYyLIeCTBRsOWEro obHapyxeHuwe, npuem wu
06paboTKy MHPOPMATUBHbBIX CUTHASOB.

lNMepcoHanbHble faHHble — Nobas nHopMaums, OTHOCALLAACA K onpeaeneHHOMY
nUnu onpegensgemMomy Ha OCHOBaHWM Takon MHdopmaumn dusmyeckomy nuuy (cybbekTy
nepcoHarbHbIX AaHHbIX), B TOM Yucne ero hamunus, uMs, oT4eCTBO, rof, Mecsl, aata u
MECTO pOXAEeHWs, agpec, CceMerHoe, couuanbHoe, WUMYLLECTBEHHOE MOMOXeHNe,
obpasoBaHue, npodeccus, goxoabl, Apyras MHopmMmauus.

MoGoUHbIe 3NMEeKTPOMarHUTHbIE MU3NYYEeHUS U HaABOAKW — 3NEKTPOMArHUTHbIE
N3NyYeHNa TEXHUYECKMX CPeacTB 0O6paboTkM 3almiaeMor nHopMauumn, BO3HUKaKOLWmMe
Kak NoGOYHOE SABMEHME N BbI3BAHHbIE ANEKTPUYECKUMN CUTHANamMu, AeNCTBYIOLUMM B UX
ANEKTPUYECKMX U MAarHUTHbIX Lensax, a Takke 3NeKTpOMarHMTHbIe HAaBOAKM 3TUX CUrHamnoB

Ha ToKonpoBoaALline JIMHUN, KOHCTPYKUUN U uenn nNMTaHn4.
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Monutnka «u4nMcTOro cTona» — KOMMMEKC OPraHU3auNOHHbIX MEepPOonpUATAN,
KOHTPONMPYIOLWMX OTCYTCTBME 3anucbiBaHNs Ha OyMaxHble HOCUTENU KYen u
aTpubyTOB fOCTyNna (Nnaposien) n xpaHeHust ux B6nmnsm obbekToB JocTyna.

NMonb3oBaTtenb MHPOPMALIMOHHON CUCTEMBbI NEPCOHarNbHbIX AaHHbIX — NAULO,
yyacTeylouwee B PYHKLUMOHUPOBAHUN MH(POPMALMOHHOMN CUCTEMBbI NEePCOHAanbHbIX OaHHbIX
U ncnosnbaylollee pesynbtatbl €e PyHKLMOHNPOBAHNA.

MNMpaBuna pasrpaHnyYeHnsa AOCTyNna — COBOKYMNHOCTb MNpaBwus, perfiaMeHTUpYoLWmnx
npaea gocTyna cybbekToB AocTyna K obbektam gocTyna.

NMporpamMmHaa 3aknagka — KOA4 nporpaMMmbl, npegHaMepeHHO BHECEHHbIN B
nporpaMMmy C LUenbl0 OCYLLEeCTBUTb YTEYKY, W3MEHUTb, OMOKMpPOBaTb, YHUYTOXUTb
WHOPMAUMIO WU YHUYTOXUTb U MoauduuupoBaTb nporpaMmmHoe obecrneyeHue
WHGOPMALNOHHOM CUCTEMbI MEPCOHAanNbHbLIX AaHHbIX U (UnK) 6nokupoBaTb annapaTtHble
cpeacTea.

MporpammHoe (NporpamMMHO-mMaTeMaTU4ecKkoe) BO3AEUCTBUE — HECaHKLMO-
HUPOBaHHOE BO3OENUCTBME Ha pecypcbl aBTOMaTU3MPOBAHHOW  MHGOPMALMOHHOM
CUCTEMbI, OCYLLECTBASIEMOE C UCMONb30BaHMEM BPEAOHOCHbIX MPOrpamm.

PackpbiTve nepcoHanbHbIX AaHHbIX — YMbILWSIEHHOE UMK CrlyYanHoe HapyLlleHue
KOH(PMAEHUMANbHOCTU NEPCOHANbHbIX JAHHbIX.

PacnpoctpaHeHue nepcoHanbHbIX AaHHbIX — OENCTBUA, HanpaBlieHHble Ha
nepegavy nepcoHasbHbIX JaHHbIX onpegerieHHoOMY Kpyry nuy (nepegada nepcoHarbHbIX
AAHHbIX) MM Ha O3HaKOMIIEHME C MepCOHarbHbIMW OAHHBIMU HEOrpPaHWYEeHHOro Kpyra
nviy, B TOM u4ucne obHapogoBaHMe MepcoHanbHbIX AaHHbIX B CpeacTBax MacCOBOW
WHopMauuKn, pasmelleHne B MHGPOPMALNOHHO-TENEKOMMYHUKALUNOHHbBIX CeTAX WK
npegocTasBrieHne JOCTyna K NepcoHasibHbIM AaHHbIM KakuM-nnbo MHbIM COCOBOM.

Pecypc wHdOpMaLMOHHOM CUCTEMbl — WMMEHOBAHHbLIM 3fIEMEHT CUCTEMHOrO,
npuKnagHoro wunu annapaTtHoro obecneveHns QYHKUMOHMPOBAHUSA WHEOPMALMOHHON
CUCTEMBI.

CneuunanbHble KaTeropuu nepcoHanbHbIX AAaHHbIX — MEepPCcoHarnbHble AaHHbIE,
KacawLlmnecs pacoBOKW, HaUMOHanNbHOW NPUHAONEXHOCTU, MONUTUYECKUX B3rNsgoB,
PENUIMO3HbBIX MM PUNOCOdCKUX YyOEXOeHNI, COCTOAHUSA 300POBbS U MHTUMHOW XKU3HU
cybbekTa nepcoHarnbHbIX AaHHbIX.

CpeacTtBa BbIYUMCNUTENBHON TEXHUKU — COBOKYMHOCTb MPOrPaMMHbIX Y TEXHUYECKMX
3MEeMEHTOB CMCTEM 00PabOoTKM AaHHBIX, CMIOCOBHBIX (PYHKLUMOHMPOBAaTL CAaMOCTOSATENBHO U B
cocTaBe ApYrmx CUCTEM.

CyobekT pocrtyna (CyObekT)— nvMuo unm npouecc, LEeWCTBUS KOTOpPOro per-

namMeHTMpYHTCS NpaBunamMy pasrpaHuyeHust 4ocTyna.
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TexHnYeckni KaHan yTeuykn nHopmMaumum — COBOKYNHOCTb HOCUTENST MHGbOpMaLMm
(cpenoctBa 06paboTKM), husmueckonm cpedpl pacnpocTpaHeHUs MHAOPMATMBHOMO curHana u
cpencTB, KOTOpbIMK A0ObIBAETCS 3aLymLL@aemMas MHGQOPMaLUnS.

TpaHcrpaHuyHas nepepgada nepcoHanbHbIX AaHHbIX — nepenava
nepcoHarnbHbIX OaHHbIX onepaTtopoM 4epe3d [ocyaapCTBeHHy rpaHuly Poccuiickon
depgepaumm  opraHy BriacTM  MHOCTPaAHHOrMO  rocygapctea,  U3NYECKOMY  Unun
IOPUAMYECKOMY NNLYY MHOCTPaHHOMO rocyaapcTBa.

Yrpo3bl 6e30nacHOCTM NepcoHasnbHbIX AaHHbIX — COBOKYMHOCTb YCIOBUM U
(hakTopoB, CO3aaOLMX ONACHOCTb HECAHKUMOHUPOBAHHOTO, B TOM YUCHE Cry4YanHOro, 4ocTyna K
NepcoHanbHbIM AaHHbIM, Pe3ynbTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHWE, W3MEHEHMe,
OnokMpoBaHWe, KOMUPOBaHWE, PaCcNpPOCTPaHEHWE MEePCOHanbHbIX OaHHbIX, a TaKkKe WHbIX
HECaHKUMOHUPOBAHHbIX OEUCTBUA Mpn  nX obpaboTke B  MHAOPMALMOHHON  cucTeme
nepcoHarnbHbIX AaHHbIX.

YHUUYTOXEHME MNepCcoHanbHbIX AaHHbIX — [OENCTBUS, B pesynbTate KOTOpbIX
HEBO3MOXHO BOCCTAHOBUTb COAEPKaHNE MEepPCOHarbHbIX AaHHbIX B MHCPOPMAaLMOHHOW cUcTeEME
NepCcoHarnbHbIX AaHHbIX UK B pe3ynbTaTe KOTOPbIX YHUYTOXAOTCS MatepuarnbHble HOCUTENK
nepcoHarnbHbIX JaHHbIX.

YTeuka (3awmwaemon) uHcpopmauuMm nNO TeXHUYECKUM KaHaram — HEKOH-
TpONMpyemoe pacrnpocTpaHeHne MHopMaumm OT HOCUTENSA 3alumLiaeMon MHopmaumm Yyepes
dom3nyeckyto cpeay A0 TEXHUYECKOro CPeACTBa, OCYLLECTBSOLLErO nepexsaT UHGopMaLuun.

YupexaeHue — YnpaBneHne obpasoBaHus.

YA3BMMOCTb — CraboCTb B CPeACcTBaX 3almTbl, KOTOPYHD MOXHO WCMONb30BaTb A1S
HapyLLEeHMs1 CUCTEMBI UITW COAePKaLLiencs B HeW MHdopmaLmu.

LlenocTHoCTb MH(popMaLmum — CroCcOBHOCTL CPEACTBA BbIYMUCITUTESNBHOM TEXHWKA UMK
aBTOMATU3MPOBAHHOM CUCTEMbI oObecrneynBaTtb HEN3MEHHOCTb MHpopMauum B YCrOBUSIX

CrnyYanHoro nunm npegHaMepPeHHOro UCKaXKEHNST (paspyLLEHNS).



OBO3HAYEHUA N COKPALLEHUA
ABC — aHTUBMpYyCHbIE cpeacTBa
APM — aBTOMaTU3MpPOBaHHOE paboyee MecTo
BTCC — BcnomoraTenbHble TEXHUYECKNE CpeacTBa U CUCTEMbI
NCIMOH — nHcopmMaumoHHasa cucteMa nepcoHarnbHbIX AaHHbIX
K3 — koHTpOonvpyemas 3oHa
JIBC — nokaneHasi BblYMCNUTENbHAs CETb
M3 — mexxceTeBon aKkpaH
HC[] — HeCcaHKUMOHUPOBaHHbLIN OCTYN
OC - onepaumoHHas cuctema
MAOH — nepcoHanbHble AaHHbIE
MMB — nporpaMmmHo-MaTeMaTnyeckoe Bo3aencTeme
MO — nporpammHoe obecneveHne
MAMWH — noboyHble anekTpoMarHUTHbIE U3MNYyYEeHUS N HABOAKM
CA3 — cuctema aHanusa 3aLmLeHHOCTH
C3W — cpepnctBa 3awmThl HOpMaLmm
C3lMNAH — cuctema (nogcmctema) 3aLmTbl NEPCOHarNbHbIX AaHHbIX
COB — cuctema obHapyXeHNs BTOPXKEHUN
TKYU — TexHu4eckne kaHarnb! yTeukm nHdopmaumm

YBIMOH — yrpo3bl 6e30nacHOCTM NepcoHasibHbIX JaHHbIX
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BBEOEHUE

Hactosawaa KoHuenuus wnHdpopmaumoHHon 6GesonacHoctn WCIOH YnpaBneHus
obpasoBaHna ([danee - YupexgeHus), asnserca opuunanbHbiM JOKYMEHTOM, B KOTOPOM
onpegeneHa cucrtema B3rMsAoB Ha obecnevyeHne uwHGopMaunoHHon 6e30nacHOCTU
YupexaeHus.

Heobxognmoctb  paspaboTtkm  KoHuenuuu  obycrioBrneHa  CTpeMUTESNbHbIM
pacwmpeHnem cdepbl MPUMEHEHUSI HOBENWINX WHMOPMAUMOHHBIX TEXHOMOrMm W
npoueccoB B YupexaeHusax, npun obpaboTke uHGopmaumm BoobWE, U NepcoHarbHbIX
AAHHbIX B YaCTHOCTM.

HacTtoawasa KoHuenuus onpefensdetr OCHOBHblE Lenu U 3ajadn, a Takke obulyto
cTpaTernto NOCTPOEHUST CUCTEMBI 3aLLMThl NepcoHanbHbIX AaHHbIX (C3MOH) YypexaeHus.
KoHuenunsa onpegensieT oCHoBHble TpeboBaHus U 6a3oBble NOAX0Abl K X peanu3auunu,
AnNa goctmxkeHna Tpebyemoro ypoBHSA 6e3onacHOCTM nHopmaumn.

KoHuenuma paspabotaHa B COOTBETCTBMM C CUCTEMHbIM  MOAXOAOM K
obecneyeHnio uMHgopmaunoHHon ©GesonacHocTn. CUCTEMHbIM NOAXo4 npeanonaraet
npoBefeHMe  KOMMSIeKca  MEPONpPUATUA,  BKIOYAOLWMWX  UCCnegoBaHWe  yrpos
WHOpPMaUMOHHOM Be3onacHOCTM U pa3paboTky cuctembl 3awuTbl MOH, ¢ no3uvuyum
KOMMEKCHOIO NPUMEHEHNSA TEXHUYECKNX N OPraHM3auUMoOHHbIX MEP U CPeACTB 3aLLmThl.

Moo wHdopmaunoHHon 6GesonacHocTbto [1OH noHMMaeTcs  3aWMLLEHHOCTb
nepcoHarnbHbIX AaHHbIX U obpabaTbiBalowen nx MHPPaACTPYKType OT NbbIX CryvYanmHbIX
UNU 3rI0OHAaMEpPEHHbIX BO3OENCTBMI, Pe3ynbTaTOM KOTOPbIX MOXET SIBUTbCS HaHeceHue
ywepba camon mHdopmaumum, ee Bnagenbuam (cydobektam MNOH) nnn nHdpacTpykType.
3agaun  vHpopmMaumoHHon ©e30MacHOCTM CBOAATCA K MUHMMM3auuu yuwepba oT
BO3MOXHOW peanusaumn yrpo3 6esonacHoctn [N[H, a Takke K MPOrHO3MPOBaHUIO U
npeaoTBpaLLEHNIO TakKMX BO3LENCTBUN.

KoHuenuusa cnyxuT OCHoBOW Ansi pa3paboTKMm KOMMekca OpraHu3auMOHHbIX WU
TEXHUYECKMX Mep no obecrneyeHuo MHGPOPMaUMOHHOM 6Ge3onacHOCTU YupexaeHun, a
TaKkKke HOPMaTUBHbLIX U1 METOONYECKMX AOKYMEHTOB, obecneunBaroLmx ee peanmsaumto, n
He npeanonaraeT noameHbl OYHKUMA rOCyOapCTBEHHbIX OpraHoB Bfiactu Poccunckomn
depgepaumn, otTBevaroLmnx 3a obecnedeHne 6€30nacHOCTN MHAPOPMALMOHHBLIX TEXHOOMNI
N 3aWmTy MHopMaLnu.

KoHuenuumsa aBnsaeTcs MeTogosiorm4eckom OCHOBOM ANS:

- bopmmpoBaHNA n MNpPoOBEAEHUS eduHOW MnonuMTMKM B obnactu obecneyeHus

6e3onacHoctn MNAOH B UCTOH YupexaeHus;
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- MPUHATUSA  yNpaBfEeHYeCKUX peLlleHnn n pas3paboTkn npakTU4ecknx Mep no
BOMNSIOWEHMIO NonuTukn 6e3onacHoctu MNOH 1 BbipaboTKkn KOMMMekca cornacoBaHHbIX Mep
HOPMaTMBHO-NPaBOBOro, TEXHOIOMMYECKOrO N OpraHN3aLnNoOHHO-TEXHMYECKOrO Xapakrepa,
HanpaBfieHHbIX Ha BbIsIBIEHME, OTpaXeHue W NUKBUOAUMKO MOCneacTBUA peanusaumm
pasnuyHbix BuaoB yrpo3s MNAH;

- KoopauHauMm [eATenbHOCTU CTPYKTYPHbIX nogpasgernieHnin YypexaeHus npu
nposefeHnn paboTt no passutuio 1 akcnnyataumm UCIOH ¢ cobnogeHnem TpeboBaHum
obecneveHuns 6esonacHocTu MNOH;

- pa3paboTkM NpeasiokeHMn No COBEPLUEHCTBOBAHUIO MPaBOBOro, HOPMaTUBHOrO,
MEeTOOMNYECKOro, TEXHNYECKOrO U OpraHn3aumnmoHHoro obecneveHnsa 6esonacHocTtu MNOH B
NCIMOH YypexaeHus.

O6nacte npumeHeHnss KoHuUenuuu pacnpocTpaHsaeTCsa Ha BCe Yy4YpexneHus
UMetoLmne OTHOLLIEHNE K cucteme obpasoBaHnsa TanMMbIPCKOro MyHULMNANbHOMO panoHa,
aKkcnnyaTupylowmne TexHudeckme u nporpammHble cpeactsa WCIOH, B KOTOpbIX
OCYyLLEeCTBNSAeTCs aBToMaTuanpoBaHHas obpaboTtka [M0H, a Takke Ha noapasgeneHus,
OCyLlecTBNsAWLWME CconpoBoxaeHue, obcnyxumBaHne u obecrneyeHne HOpMaribHOro
dyHKUMoHupoBaHus NCIOH.

MpaBoBon 6Gason ans paspaboTkn Hactoswen KoHuenuum cnyxaT TpeboBaHus
aencteyowmx B Poccnn 3akoHogaTenbHbIX U HOPMATUBHBIX JOKYMEHTOB No obecnevyeHunto

©e3onacHoCTM nepcoHanbHbIX AaHHbIX (MOH).
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1 O6wwme nonoxeHus

Hactoswasa KoHuenuus onpegenseT OCHOBHblE LENW M 3agayun, a Takke obulyro
cTpaTernto NOCTPOEHUsT CUCTEMbI 3aLLMThl NepcoHanbHbIX AaHHbIX (C3MOH) YupexaeHus,
B cooTBeTcTBUM C [lepedHem UCTIOH. KoHuenuusa onpenensieT OCHOBHble TpeboBaHus 1
©as3oBble NOAXoAbl K X peanuaauun, ons JocTmkeHus Tpebyemoro ypoBHa 6e3onacHoOCTU
MHGOpMaLMK.

C3MNAH npeacrtasnseTr coboM COBOKYMHOCTb OPraHM3auMOHHBIX UM TEXHUYECKUX
MeponpuaTun ons 3awmtbl [H OT HenpaBOMEPHOro UMM CRyyYyanHOro OCTyna K HuM,
YHUYTOXEHMSA, M3MEHEeHUs, GrOKMpOBaHWA, KOMMpoBaHWA, pacnpocTpaHeHusa [MOH, a
TakKe NHbIX HEeNpPaBOMEPHbIX AENCTBUN C HUMM.

besonacHOCTb MepcoHasibHbIX  OaHHbIX  OOCTUraeTcss NyTeM  UCKIOYEHUs
HEeCaHKUMOHMPOBAHHOIO, B TOM YMCfle CnyyYanHOro, Aoctyna K nepcoHasnbHbIM aHHbIM,
pe3ynbTatoM KOTOPOro MOXET CTaTb YHUYTOXEHMEe, W3MeHeHune, OnoknpoBaHue,
KONMMpoBaHWe,  pacrnpoCTpaHEeHMe  MNepcoHanbHbIX  OaHHbIX, a TaKKke  MHbIX
HEeCaHKLUMOHUPOBaHHbIX ENCTBUMN.

CTpykTypa, cocTtaB 1 ocHoBHble oyHKunn C3IMOH onpegensatoTcs ncxoaa ua knacca
NCMAOx. C3MNOH BkNoYaeT OpraHn3auMOHHbIE MEPbl U TEXHUYECKMEe cpeacrtBa 3aliuThl
WHopMauumn (B ToM yucne wmndposansHble (Kpuntorpadudeckne) cpencrea, cpencrea
npefoTBpalleHnss  HEeCaHKUMOHMPOBAHHOIO  AOCTyna, YTeYyku  MHpopmaumm  no
TEXHUYECKMM KaHanam, nporpaMMHO-TEXHUYECKUX BO3OENCTBUA Ha TEXHUYECKMEe
cpeaoctBa obpabotkm [10H), a Takke uWCNoNb3yemble B WHGOPMALMOHHOM CUCTEME
MHOPMALNOHHLIE TEXHOMOMUM.

3TN Mepbl Npun3BaHbl 0becneymnTsb:

- KOHPUAEHUMaNbHOCTb WMHOPMauun (3awmTa OT  HeCaHKLUMOHUPOBAHHOMO

03HaKOMIIEHUS);

- UenocTHoCcTb  WHdopmaumm  (akTyanbHOCTb U HENPOTUBOPEYMBOCTL

NHGOPMaLMK, ee 3aLULLEHHOCTb OT pa3pyLUEHMs N HECAHKLMOHMPOBAHHOIO N3MEHEHUS);

- AOCTYNHOCTb MHopMaLun (BO3MOXHOCTb 3a NPUEMNEMoe BPEMSI MONy4YuUTb

Tpebyemyto MHPOPMaLIMOHHYIO yCnyry).

Ctagun co3paHna C3IH BKkNoYaloT:

- NpeanpoeKkTHas CTaausd, BKvawuwas npegnpoektHoe obceneposaHne WCIOH,
pa3paboTKy TEXHNYECKOro (YaCTHOr0O TEXHMYECKOr0) 3aaHns Ha ee Co3LaHueE;
- cTagusa  npoekTnpoBaHus (paspabotkm npoektoB) u peanusauun WCIOH,

BKNtovatowan paspadotky C3MOH B coctase VCIOH;
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- cTagna BeBoga B geucteue C3IOH, BKkMoYalowas OMbITHYK 3Kchnyatauumio u
NpPUemMo-coaToYHble UCMbITaHUSA CPeACTB  3awuTbl MHOpMaUMKW, a Takke OLEHKY

cooteetcTBuA NCIOH TpeboBaHmsam 6e3onacHoCTn nHopmauunu.

OpraHusaumoHHble Mepbl NpeaycMaTpmBaloT co3gaHne 1 nogaep)KaHme npaBoBOM
06as3bl 6esonacHoctn OH u paspaboTky (BBeAeHWe B OencTBue) npeaycMOTPEeHHbIX
Monutukon wuHGopmauynoHHon 6GesonacHoctn WCIIOH cnegyowmx opraHu3aumoHHO-

pacnopsanTeribHbIX JOKYMEHTOB:
- MnaH meponpusaTnin no obecneveHunto 3awmTbl MNOH npy nx obpadotke B MCTH;
- naH meponpuaTnin No KOHTPOIo obecneyeHus 3awnTbl MNOH;

- MNopsigok pesepBupoBaHUS 1 BocCTaHOBNEHUst pabotocnocobHoctn TC um MO, 6a3

JaHHbIX 1 C3U;

- [lomkHOCTHasA WMHCTpyKUMs agmuHuctpaTopa MCIMOH B 4yactu obecneveHus

©e3onacHoctu MNOH npu nx obpabdoTtke B CIOH;

- [lJormkHOCTHaa MHCTpYKUMA agMmmHucTpatopa 6esonacHoctn CTOH;

- [lomkHocTHaa umHCTpykuma nonb3oBatenda WCIMOH B yactm obecneyeHus
6e3onacHoctu MNOH npu nx obpaboTtke B ACIOH;

- IHCTpyKUKMA Ha criyyan BO3HUKHOBEHMUS BHELUTATHOM CUTyaLuu;

- PexomeHgaumMm no uMCnonb3oBaHUIO MNpPOrpaMMHbIX W annapaTHbIX CPeacTB

3aLlnTbl MHopMaL UK.

TexHuyeckne mepbl 3alWUTbl peanu3yrTcss Mpu  MOMOLUM COOTBETCTBYHOLLMX
NPOrpaMMHO-TEXHUYECKMX CPEACTB U METOLOB 3aLLMUTLI.
MNMepeyeHb HeobxoguMMbIX Mep 3aluTbl  MHPOPMaLMK onpegensieTcsa Mo

pesynbTatam BHYTPEHHeN npoBepkn 6esonacHoctn NCIOH YupexaeHus.
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2 3apaum C3MNOH

OcHoBHOM uenbto C3MOH aBngetca MuHUMM3auMa yuiepba OT BO3MOXHOW
peanu3aumm yrpo3 6esonacHoctu MNOH.

[na gocTtmxkeHus OCHOBHOWM uLenu cuctema 6esonacHoctu MAH WCIOH gomkHa
obecneunBaTb 3IPPEKTUBHOE peLleHne cnegyowmx 3agay:

- 3aWmTy OT BMeLaTenbcTBa B npouecc pyHKunoHmposaHms UCITOH nOCTOPOHHMX
nny, (BO3MOXHOCTb mncnosnb3oBaHus AC 1 OoCTyn K ee pecypcamM OOSKHbl UMEeTb TOSbKO
3aperncTpupoBaHHble YCTaHOBEHHbBIM NOPSAAKOM MOMb30BaTENN);

- pasrpaHuMyeHne AoCTyna 3aperncTpuMpoBaHHbLIX MOfb3oBaTenen K annapaTHbIM,
nporpaMmHbIM 1 MHGopMaumoHHbIM pecypcam NCTOH (BO3MOXHOCTbL AOCTYNa TOMbKO K
TEM pecypcaM W BbINOSIHEHUS TOSMbKO TeX onepauun C HUMKU, KOTOpble HeobXxoauMbl
KOHKpeTHbIM  nonb3oBatenam WCIOH 4ana  BbINOMHEHUSt  CBOUX  CRNYXEOHbIX
006s13aHHOCTEN), TO €CTb 3aLlMTy OT HECaHKLMOHNMPOBAHHOIO AOoCTyna:

a) K Hdopmaumu, umpkynupytowen 8 UCMaH;

0) cpeacTBam BbluMcnMTenbHOM TexHukn NCMOH;

B) annapaTHbIM, NPOrpaMMHbIM M KpUnTorpadgmyeckMmM cpeactsam 3aluThl,
ncnonb3yembim B CIOH;

- perucTpaumio OencTBUM nonb3oBaTenen npu UCNONb3oBaHUM  3alumLiaeMblX
pecypcoB WCIOH B CUCTEMHBLIX XypHanax MU Nepuoaudeckui KOHTPOSb KOPPEKTHOCTM
OEeNCTBUM Nosib30oBaTesien CUCTEMbI MYTEM aHanmMsa CO4EPKMMOro 3TUX XKYpPHaros;

- KOHTPOSib LleNnocTHOCTU (obecnevyeHne HEU3MEHHOCTU) cpedbl WUCMONHEHUs
nporpaMmm 1 ee BOCCTaHOBIIEHNE B Cllydae HapyLleHus:;

- 3alNUTY OT HECAHKUMOHMPOBAHHOMW MOAUMUKALMM N KOHTPOSb LIENTOCTHOCTU
uncnonb3dyembix B WCIIOH nporpaMMHbIX CpeacTB, a Takke 3awuty CUCTEMbI OT
BHepPEHMs1 HECAHKLMOHMPOBAHHbLIX MpOorpamMm;

- 3awmTy MOH OT yTEeYKM NO TEXHUYECKMM KaHanam npun ee obpaboTke, XpaHEHUMU ~
nepegaye no KaHanam CBs3u;

- 3awmTty MNAOH, XxpaHumon, obpabaTbiBaeMOn 1 nNepeaaBaemMon No KaHanam CBsi3u,
OT HECAHKLMOHMPOBAHHOIO pasrnalleHns UM NCKaXKeHWs;

- obecneyvyeHne XUBYYECTU KpunTorpadudecknx cCpencTtB 3awmTbl MHGOpPMaLUK
npu KOMNpomeTaLmm YacTu KNi4YeBOM CUCTEMDI;

- CBOEBPEMEHHOE BbISBNIEHNE WCTOYHUKOB Yrpo3 6esonacHoctu [MOH, npuumH n
yCcrnoBuin, cnocobCcTByOLWMX HaHeceHuto yuepba cybbektam MOH, co3gaHme mexaHnsma

onepaTUBHOIO pearMpoBaHus Ha yrpo3bl 6esonacHocTy MNOH 1 HeraTUBHbIE TEHOEHLNN;
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- Co30aHune yCHOBMVI ana MMHMMn3aumn 1 nokanm3aumm HaHOCUMOro yu.lep6a
HerpasoMepHbIMU AencTBUAMM (bl/l3|/|'-leCKVIX n opnanyeckux Juu, ocnabneHwne

HeraTMBHOIO BIUSIHUS U NUKBMAALMA NOCNeacTBUM HapyLweHnA 6e3onacHocTn Mox.
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3 O6BbeKTbI 3aWnThbI
3.1 NepeyeHb MHPOPMALIMOHHBLIX CUCTEM
B YupexgeHun npoussoautcss  0o6paboTka  MEepCOHanbHbIX  AAHHbIX B
MHJOPMaUMOHHbIX cuctema 06paboTkn nepcoHanbHbIX gaHHbIX (WCT1OH).
MepeveHb WCIIOH onpegpensietca Ha ocHoBaHun OTyeTa no pesynbtartam

BHYTPEHHEWN NPOBEPKM.

3.2 NepeyeHb 06HEKTOB 3aLMThI
Ob6bekTamun 3aWwuTbl ABNAKTCA — MHMopMaunsa, obpabaTtbiBaemas B VCIIOH, u
TexXHU4yeckne cpeactsa ee o06paboTkm n 3awmtbl. [lepedyeHb NepcoHanbHbIX AaHHbIX,
nognexawue 3awmrte, onpegeneH B [lepeyHe nepcoHanbHbIX AaHHbIX, MOASIEeXalmx
sawmTte B CIM.

O6beKTbl 3aLMThbl BKIHOYAIOT:

1) O6pabaTbiBaemasn MHOpMaLKS.

2) TexHonornyeckas nHgopmaums.

3) MporpammMHo-TEXHMYeCKne cpeacTea 06paboTKu.

4) Cpepnctea 3awmtsl MOH.

5) KaHarbl HgopMaLMoHHOro 06MeHa 1 TENEeKOMMYHMKaLWN.

6) O6bEKTbI M NOMELLEHUS, B KOTOPbIX pa3meLleHbl KoMnoHeHTbl MCMOH.
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4 Knaccudmkauusa nonb3oBaTtenen UCMNOH
Monb3oBatenem WCIOH sBnsetca nuuo, yyacTteywowee B (PYHKLMOHUPOBAHUU
WHJOPMALMOHHOM CUCTEMbI MEPCOHArbHbIX AaHHbIX UNN UCMNOSNb3ylollee pesynbTaTtbl ee
dyHKUMoHUpoBaHus. MNonb3osatenem VCTIOH aBnsetca niobon coTpyaHUK YupexaeHus,
nmetowmn goctyn Kk UCIMOH n ee pecypcam B COOTBETCTBUMN C YCTAHOBIIEHHBIM MOPSIAKOM,
B COOTBETCTBUM C ero PyHKUMOHASTbHbIMU 06513aHHOCTSAMU.

Monb3osatenu NCIOH genaTcs Ha Tpy OCHOBHbIE KaTeropum:

1) AomuHuctpatop WCMOH. CoTpyaHWKM YdpexaeHusi, KOTopble 3aHMMaloTCs
HaCTPOMKOW, BHeOPEeHMEM WU conpoBoXxaeHnem cuctembol. AamuHuctpatop WCIOH
obnagaeT crnegyowmm ypoBHEM JOCTyna:

- obnagaeTr nMonHoM WHOpMauMEn O CUCTEMHOM U MPUKNAZHOM
nporpammHom obecneverHnn NCIOH;
- obnagaeTr nonHOM UMHQopMauMen o TEXHUYECKMX cpeacrtBax WU

KoHdpurypauumn ACIOH;

- UMeeT LOCTYN KO BCEM TEXHUYECKUM cpeacTBaMm 06paboTkn MHdopmaumnm

n aaHHbIM NCTOH;

- obrnagaeT npaBaMyn KOHPUrYpMpoBaHUS U aAMUHUCTPATUBHON HACTPONKM

TexHnyeckux cpeacts NCTOH.

2) MNporpammuct-paspabotunk NCMOH. COTpyaHUKM YUpexaeHUst Ui CTOPOHHIX
OopraHusauuin, KOTOpble 3aHMMalTCA paspaboTkoM nporpammHoro obecnedveHus.
Paspabotunk NCIOH obnagaet cneayowmm ypoBHEM AOCTyna:

- obrnagaeT wHgopmaumen o6 anroputMax KU nporpammax obpaboTku
nHgopmauum Ha NCT10H;

- obnagaeT BO3MOXHOCTSIMA BHECEHUs OWwnbOK, HeaekrapupoBaHHbIX
BO3MOXHOCTEW, NPOrpaMMHbIX 3akrnagok, BpeOoHOCHbLIX NporpamMmM B NporpaMmHoe
obecneyvenne NCIOH Ha cTagumn ee pa3paboTkn, BHEAPEHUS U CONPOBOXAEHUS;

- MOXeT pacnonaratb nobbiMn dparmeHTamm UHgopMauun O TOMomormm

NCIOH n TexHnyecknx cpeactsax obpabotkm u 3awmTsl NOH, obpabaTbiBaeMbIix B
ncnau.

3) Onepatop NCMOH. CoTpyaHWKM noapasneneHunii YUpexaeHus y4acTBYOLMX B
npouecce akcnnyataumm WCIMOH. Onepatop UCIIOH obnapaeTt cneayllimMm YpPOBHEM
poctyna:
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- obnapgaeT BcemMn HeobxoauMbIMKM aTpubyTamu (Hanpumep, naponem),
obecneynBaoLLMMmN JOCTYN K HEKOTOPOMY noamHoxecTBy MNH;
- pacnonaraeTt KOHpuaeHUnanbHbIMU JaHHBbIMK, K KOTOPbIM UMeeT JOCTY.
KaTeropmn nonb3oBaTtenen AOo0mkHbl ObiTb onpegeneHbl ana kaxagown WCIOH.
[OoMmKHO BbITb YTOYHEHO pasfgernieHne COTPYOHUKOB BHYTPU KaTeropuin, B COOTBETCTBUMU C
TnamMmu nonb3oBaTenen onpegeneHHbIMn B Nonntuke nHopmaumMoHHoN 6e30nacHOCTH.
Bce BbIsiBNeHHbIE rpynnbl Nonb3oBaTtenen otpaxatrTtca B OTyeTe nNo pesynbtatam
BHYTpeHHen npoBepkn. Ha ocHoBaHum OT4yeTa onpefenaAwTcss npaBa AdocTyna K
anemeHnTam VCIOH anga Bcex rpynn nonb3oBartenen n otpaxatotca B Matpuue goctyna B
MonoxeHnn o pasrpaHMyeHMn npaB goctyna K obpabatbiBaemMbiM  MepCcoHaribHbIM

OaHHbIM.
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5 OcHOBHbI€ NPUHLUMNbI NOCTPOEHUSA CUCTEMbI KOMMNIIEKCHOM 3alWmTbl UH(hopMauumn
MocTtpoeHune cuctembl obecneveHmns 6e3onacHocTu MAH NCIMOH YyupexaeHus n ee
PYHKUMOHMPOBAHUE [OOSMKHbI OCYLWECTBNATLCA B COOTBETCTBUM CO  CriedyroLmMmu

OCHOBHbIMU MPUHLMNAMMN:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMMMNEKCHOCTb;
- HEenpepbIBHOCTb;
- CBOEBPEMEHHOCTb;
- NPEEeMCTBEHHOCTb U HEMNPEPbLIBHOCTb COBEPLLUEHCTBOBAHUS;
- NepcoHarnbHas OTBETCTBEHHOCTb;
- MMHUMM3ALMSA NOSTHOMOMUUIA;
- B3aMMOAENCTBUE U COTPYAHNYECTBO;
- TMOKOCTb CUCTEMbI 3aLLUTHI;
- OTKPbITOCTb anropuTMOB 1 MEXAHU3MOB 3aLLUThI;
- NpoCTOTa NPUMEHEHUSI CPEACTB 3aLLUMUThI;
- Hay4yHass 060CHOBAHHOCTb M TEXHUYECKas peann3yemMocTb;
- cneyunanuaaums u npodeccroHanmam;

- 0683aTENBbHOCTb KOHTPONS.

5.1 3akoHHOCTbL
lMpegnonaraet OCyLWECTBMEHNE 3alUMTHbIX MeponpuaTuin n paspabdbotky C3MOH
YupexaeHus B COOTBETCTBMM C AEUCTBYHOLLUMM 3aKOHOLATENbLCTBOM B Obnactu 3alumTbl
MOH »n gpyrMx HOPMATMBHLIX aKTOB MO 6Ge30nacHOCTM WMHOpMaUnK, YTBEPXKOEHHbIX
opraHamu rocyfapCTBEHHOWN BflaCTu 1 yNpaBrieHns B Npegenax nx KoOMneTeHumm.
Monb3oBatenu u obenyxusatrowmnn nepcodan MAH VUCTOH YypexaeHus OomkKHbI
OblTb OcBegoOMIIEHbl O nopsgke paboTbl €  3awuwaemMon uHdopmaumen wun oo

OTBETCTBEHHOCTW 3a 3awunTbl MNOH.

5.2 CucteMHocTb
CuctemHbin nogxon Kk noctpoeHunto C3IMOH YupexaeHus npegnonaraeTt yvyeT BCex
B3aMMOCBSI3aHHbIX, B3aMMOOENCTBYIOLMX U M3MEHSIIOLWMXCA BO BPEMEHU 3SIIEMEHTOB,
YyCrnoBuUn U (PaKTOPOB, CYLLECTBEHHO 3HAYMMbIX AN MOHMMAHUSA U pPeLleHnst Npobnemsi

obecneyvenuns 6esonacHoctn MNAH UCTOH YupexaeHus.
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Mpn cosgaHmMM cucTEMbl 3alnThl OOSDKHbI Y4UTbIBATbCS BCe cnabble n Hanbonee
ysi3BMMble MecTa cucTembl 0bpaboTku MOH, a Takke xapakTep, BO3MOXHble 0ObeKTbl U
HanpaBfeHMss atak Ha CUCTeMy CO  CTOpPOHbl  HapywwuTtenen  (ocobGeHHOo
BbICOKOKBaNMnLuMpoBaHHbIX 3110yMbILLNIEHHUKOB), nyTu NPOHUKHOBEHUS B
pacnpegeneHHble cuctembl  HCL k nHdbopmauum. Cuctema 3awmtbl AOSHKHA CTPOUTLCA
C Y4E€TOM He TOJIbKO BCEX U3BECTHbIX KaHanoB NpoHuKHoBeHna u HCL k nHdopmauum, HoO
N C y4EeTOM BO3MOXHOCTWU MOSIBNIEHUS NPUHLMNMANbHO HOBbIX MyTen peanusauuu yrpos

6e3onacHocTH.

5.3 KomnnekcHocTb

KomnnekcHoe wucnonb3oBaHMe MeTOAOB W CPeAcTB  3aluTbl  npegnonaraeT
COrMacoBaHHOE MPUMEHeHWe pPasHOPOAHbIX CPeACcTB MPU  MOCTPOEHUU  LIeNOCTHOM
CUCTEMbI 3aLLMThI, NEPeKpbIBaloLLEN BCE CYLLECTBEHHbIE (3HAYMMbIE) KaHarbl peanusaumm
yrpo3 1 He coaepkalliei cnabbix MECT Ha CTblKax OTAeNbHbIX €€ KOMMOHEHTOB.

3awpta [OomkHa CTPOUTLCH SLIeNoHMpPoBaHO. [nA KakOoro KaHama YTeuku
UHOPMaLIMM U ONS KaXaow yrposbl 6€30MacHOCTU [JOMKHO CYLLECTBOBaTb HECKOMbKO
3aWwmnTHbIX pybexen. CosaaHvne 3alUTHLIX pybexen OCYLLECTBMsSeTcs C y4eTOM TOro,
ytoGbl ANA WX NPEOoAONeHNs MOTEeHUManbHOMY  3MOYMbILIMEHHUKY TpeboBanuch
npodeccroHarbHble HaBbIKM B HECKOSbKMX HEB3aMMOCBS3aHHbIX 06nacTsX.

BHewHsaa 3awmrta gorkHa obecneuvBaTbCH  (PUM3MYECKMMM  CpeacTBamu,
OpraHn3aLUMoHHbIMK U NpaBoBbiMU Mepamu. OaHUM 13 Hamboree yKpenneHHbIX pybexen
npusBaHbl ObITb  CpeacTBa  KpunTorpaddMyeckonm  3alluThbl,  peanusoBaHHble C
ucnonb3oBaHnemM TexHornornn VPN. [puknagHoi ypoBeHb 3alumTbl, YYUTbIBAOLLMIA

ocobeHHOCTN NpegMeTHON obnacTu, NpeacTaBnNseT BHYTPEHHUN pybex 3alunTbl.

5.4 HenpepbIBHOCTbL 3awmTbl MOH

3awmta TH — He pas3oBoe MeponpuATME W He npocTasi COBOKYMHOCTb
NpoBeAEHHbIX MEepPOMNpUATUA U YCTAHOBIIEHHbIX CPEeACTB 3aluuTbl, a HenpepbIBHbIN
uerneHanpasneHHbl Mpouecc, npegnonararwmin NPUHATUE COOTBETCTBYIOLLMX Mep Ha
BCEeX aTanax XuaHeHHoro uunkna NCIigH.

WCIMOH AomKHbl HaxoauTbCA B 3aLMLLEHHOM COCTOSSHUM Ha MPOTSHKEHUN BCETO
BPEMEHN WUX QYHKUNMOHUPOBaAHMSA. B cooTBeTCTBUM C 3TUM  MPUHUMMIOM  OOSDKHbI
NpPUHMMaTbLCA Mepbl Mo HegonyweHuto nepexoaa VCIOH B He3aLWMNLLEHHOE COCTOSIHME.

BonbLUMHCTBY (PU3NYECKNX N TEXHUYECKUX CPEeACTB 3awmTbl ans agekTMBHOro
BbIMOSTHEHUS CBOMX (PYHKUMIA HEOBX0AMMa NMOCTOAHHAA TEXHUYECKas U OpraHu3aunoHHas
(aaMuHUCTpaTMBHAg) nogaepxka (cBoeBpeMeHHasi cMeHa n obecneveHne npaBUibHOrO

XpaHEHNS U NPUMEHEHNA MMEH, naponeun, Knwyen wndpoBaHus, nepeonpeneneHune
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NOSIHOMOYNIA U T.I'I.). I'Iepepblsbl B pa60Te cpencrts 3alinTbl MOryT ObITb MCNOSb30BaHbI
3MTI0yMbILWWNEHHUKaMN 014 aHarnm3a rMnpuMeHdeMbiX MeTogoB U CcpedcTB 3allnTbl, AO54
BHeOpeHNnA cneuunasibHbIX MporpamMMmHbIX 1 annapaTHbIX "3aknagok" u Apyrnx cpencts

npeoaosieHnA CUCTeMbl 3alLUThI NMociie BOCCTaHOBIIEHUA €€ (*)yHKLI,I/IOHI/IpOBaHI/IFl.

5.5 CBoeBpeMeHHOCTb

lMpegnonaraet ynpexgarowmin xapakrep mep obecneyveHus 6esonacHoctu MNOH, TO
eCTb [MOCTaHOBKY 3agady no komnnekcHon 3awmte WCIMOH wn peanusauuio  mep
obecneyveHunsn 6esonacHoctn MNOH Ha paHHUX cTagusax paspabotkn NCIOH B uenom un ee
CUCTEMbI 3aLLNTbI MHpOPMaUNN, B HAaCTHOCTW.

PaspaboTka cucTemMbl 3aluTbl AOMKHA BECTUCb MapannenbHo C pa3paboTkon u
pasBuUTMEM CcaMOM 3awuuaemMon CUCTEMbl. JTO MO3BOMUT y4yecTb TpeboBaHUs
6e30nacHOCTM Npy NPOEKTMPOBAHUM apXUTEKTYPbl U, B KOHEYHOM cyeTe, co3aaTb bonee

SCbeeKTI/IBHbIe (KaK no 3aTpartaM pecypcoB, TakK 1 MNo CTOI‘/IIKOCTI/I) 3alwneHHble CUCTEeMBbI.

5.6 MpeeMcTBEHHOCTbL U COBEpPLUEHCTBOBaHUE
lMpeononaraldT MNOCTOSSHHOE COBEPLUEHCTBOBAHME Mep W CpPeacTtB  3awumTbl
nHdopmMauumm Ha OCHOBE MPEEMCTBEHHOCTM OPraHn3auUMOHHbIX U TEXHUYECKUX PELLEHUHN,
KagpoBOro cocrtaBa, aHanu3a dgyHkunoHupoBaHus WCIIOH n ee cuctembl 3awwmtbl C
y4eToM U3MEHEHWA B MeTodax W cpencTtBax nepexsata MHgpopmMaumm, HOPMAaTUBHbIX
TpeboBaHUn MO 3awmTe, AOCTUrHYTOrO OTEYECTBEHHOIO M 3apybeXHOro onbiTa B 3TOM

obnactw.

5.7 MepcoHanbHasi OTBETCTBEHHOCTb
lMpegnonaraeTt BO3NOXeHNe OTBETCTBEHHOCTN 3a obecneyveHme 6esonacHocTn MNOH
N cuctembl MX 0BpPabOTKM Ha Kaxaoro COTpyAHMKa B npedenax ero nomnHomouvin. B
COOTBETCTBUM C ITMM MPUHUMMOM pacnpeferneHme npas M 0b6s3aHHOCTEN COTPYOHUKOB
cTpouTcsl Takmm obpasom, 4yTobbl B criydae nobOro HapyLleHust Kpyr BUHOBHUKOB Obin

YEeTKO N3BECTEH U CBeAEH K MUHUMYMY.

5.8 MpuHLUMN MUHMMHU3ALMN NONTHOMOYMIA
Os3HayaeT npegocTaBfeHne nonb3oBaTeNsIM MUHMMAarbHbLIX MpaB AocTyna B
COOTBETCTBUM C NPOM3BOACTBEHHON HEOOXOAMMOCTLIO, HA OCHOBE MPUHLMNA «BCE, YTO He
paspeLleHo, 3anpeLLeHoy.
Hoctyn k MNMOH gomkeH npeaocTaBnsaTbCA TONbKO B TOM crnyyae n obbeme, ecnm 3ato

HeobxogMmo COTPYOHUKY O11A BbINONTHEHNA €ro gOJIXHOCTHbIX 0bs13aHHOCTEN.
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5.9 Bsaumopencteme u cCOTpyaHU4eCTBO
MNpegononaraetr co3gaHwe  GnaronpusaTHOM  aTtMocdepbl B KOMMEKTUBax
nogpasgenenun, obecneuvmsatrowmx geatenosHocte VCTOH YupexaeHns, Ana CHUXEHUS
BEPOSATHOCTU BO3HUMKHOBEHMS HEraTuMBHbIX [OEWUCTBUMM CBA3@HHbLIX C YeroBeYecKUM
hakTOpOM.
B Takon obctaHOBKe COTPYAHWKU OOIMKHBLI OCO3HAHHO cobniofaTth yCTaHOBMEHHbIE
npaeumna u oOKasblBaTb COAEWCTBME B [AEATENIbHOCTU MoApasfeneHnn TexHUYeCcKou

3alUmMTbl MHopMaLUK.

5.10 rmbkocTb cuctemsl 3awmThbl MOH
MpuHATbIE Mepbl U YCTAHOBMEHHbIE CPEeACTBa 3allMTbl, OCOBEHHO B HavarbHbIN
nepvoa ux aKcnnyaTtauumn, MoryT obecnedrBaTh Kak Ype3MepHbIid, Tak U HedOCTaTOUHbIN
ypoBeHb 3awmTthl. [Ans  obecrneveHuss BO3MOXHOCTU  BapbMPOBaHWUA  YPOBHEM
3alMLLEHHOCTW, CPEeACcTBa 3aluThl OOMKHbI obnagatb onpeaeneHHon rMBKOCTbIo.
OcoBGeHHO BaXKHbIM 3TO CBOWCTBO SAIBMSETCA B TeX CrydyasxX, KOrga yCTaHOBKY CPefCcTB
3aWmThl He06XOAMMO OCYLLECTBMNATL HA paboTaloLLy CUCTEMY, He HapyLlast npoLiecca ee

HOpPpMaJibHOro C*)yH KUMOHMPOBAHUA.

5.11 OTKpbLITOCTb aNropuTMOB U MEXaHM3MOB 3aLLUTbI
CyTb MpUHLMNA OTKPLITOCTM anropuTMOB U MEXaHW3MOB 3alLMTbl COCTOUT B TOM,
YTO 3alMTa He [OoMmKHa oGecneymBaTbCA TOMbKO 338 CYET CEKPEeTHOCTU CTPYKTYPHOMW
opraHvM3auUMm 1 anropuTMOB (PYHKLMOHMPOBAHUA €e MoACUCTEM. 3HaHWe anroputMoB
paboTbl CUCTEMbI 3alUUTbl HE [OOMKHO [AaBaTb BO3MOXHOCTM ee npeodoneHusa (Jaxe
aBTopam). OgHaKko, 3TO He 03HavaeT, YTo MHAOPMAaLIUA O KOHKPETHOW cUcTeMe 3aLluThbl

AormkHa 6bITb 06 eaocTynHa.

5.12 NpocToTa NpMMeHeHNs CPeACTB 3alnThI

MexaHn3mbl  3aWmTbl  OO/MKHbI  OblTb  MHTYMTUBHO MOHATHBI M NPOCTbl B
ncrnonb3oBaHun. NpumMmeHeHne cpeacTB 3awmTbl HE OOSMKHO ObiTb CBSI3@aHO CO 3HAHMEM
cneumnanbHbIX $A3bIKOB WM C BbIMNOfHEHWEM LEUCTBUN, TpeObylowmx 3Ha4MTenbHbIX
AOMNOSNHUTENbHBIX  Tpygos3aTtpar npu  obblMHOM  paboTe  3aperncTpyMpoBaHHbIX
YCT@HOBJEHHbIM MOPSIAKOM Mofib3oBaTenen, a Takke He [OrmkKHO Tpebosatb OT
nosnib3oBaTensi BbIMOIHEHUSA PYTUHHBLIX MAnOMOHATHLIX €My onepauui (BBOL HECKONbKUX
naponen n UMeH N 1.4.).

[omkHa pocTturateCa  aBTOMaTM3auusl MakCMMarnbHOMo  4Yucrna  OencTBuM

nonb3osaTenen n agmmHuctpatopos VICTH.

23



5.13 HayuHasi 060CHOBaHHOCTb U TeXHU4YECKas peanu3syemMocTb

MHdopMaLMOHHbIE TEXHOSOMMN, TEXHUYECKNE U NporpaMMHbIe CpeacTBa, cpeacraea
N Mepbl 3aWnTbl MHAOPMAaLMM OOMKHbI ObITb peanu3oBaHbl Ha COBPEMEHHOM YPOBHE
pPas3BUTUS HAYKN U TEXHUKWN, HAYYHO OBOCHOBAHbLI C TOYKM 3PEHNSA LOCTUMXKEHUSA 3a4aHHOro
ypoBHA 6e3onacHOCTM MHpoOpMauMnm U OOMMKHbI COOTBETCTBOBATb YCTAHOBIIEHHbLIM
HopmaMm u TpeboBaHmnam no 6esonacHocTm MNOH.

C3rAH pormkHa OblTb OpPUMEHTMPOBAHA Ha peELUeHUsl, BO3MOXHbIE PUCKUM AOns
KOTOPbIX U MepPbl MPOTUBOAENCTBUS 3TUM pUCKaM NPOLLSIN BCECTOPOHHIOK TEOPETUYECKYIO

N NMPaKTU4ECKYy0 NPOBEPKY.

5.14 Cneunanusaumsa v npodeccMoHannsm
MpeanonaraeT npuBrieyYeHne K pa3paboTke CPEeACTB M peanusauum Mep 3aluThbl
MHOPMaLMN  CreunanmM3npoBaHHbIX  opraHusauuii, Haubornee MOArOTOBMEHHbIX K
KOHKPETHOMY BUAY AeATenbHOCTU Mo obecneveHuto 6esonacHocTy MOH, UMELMX OnbIT
npakTU4ecko paboTbl U rOCYAaPCTBEHHYIO NMULEH3UIO Ha NpaBO OKa3aHWa YCNyr B 3TOW
obnactn. Peanusauma aaMUHUCTPATUBHLIX Mep W 3Kchnyatauus CPeacTB 3alluTbl
[OMPKHA  OCYLLECTBMATLCA  NPOeccUoHanbHO  NOArOTOBMEHHbIMU  crieuuanucTaMmm

YupexgeHust.

5.15 O6a3aTenbLHOCTL KOHTPONA

MpeanonaraeT 065A3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISIBNEHUS U NpecevYeHus
MOMbITOK HapyLUeHUs YCTaHOBMNEHHbIX npaBun obecnedyeHns 6esonacHocT MOH Ha
OCHOBE  UCMONb3yeMblX CUCTEM W  CpeacTB  3aluMTbl  MHGOpMaUUM  Npw
COBEpPLUEHCTBOBaAHUN KPUTEPUEB U METOAO0B OLEHKN 3MEKTUBHOCTU 3TUX CUCTEM W
CpeacTs.

KoHTponb 3a AeATenbHOCThLIO NMo60ro Nonb3oBaTtens, Kaxaoro CpeacTsa 3allumThbl 1
B OTHOLLIEHMW NOGOro 06bEKTa 3aLUMUTLI AOMKEH OCYLLIECTBNATLCA HA OCHOBE NMPUMEHEHUS
CPEACTB OMnepaTMBHOIO KOHTPOMS W  peructpaumMm W [OSPKeH oxBaTtbiBaTb Kak

HeCaHKLUMOHUPOBaHHbIE, TaK U CAHKLUWMOHNPOBaHHbIE AENCTBUSA NONb3oBaTeNeNn.
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6 Mepbl, MeToabl U cpeAcTBa obecneyeHUst TpeGyeMoro ypoBHs 3aLUMLLEHHOCTH
ObecneyeHne TpebyeMoro ypoBHS 3alLMLLEHHOCTM AOJPKHOCTM AOCTUraTbCs C
ncnonb3oBaHMEM Mep, MeToAoB M cpedctB GesonacHoctu. Bce mepbl obecnevyeHust

6e3onacHoctn NCIOH nogpasgensatoTcs Ha:

- 3aKoHogaTernbHble (NpaBoBbIe);

MOpParibHO-3TUYECKUNE;

opraHn3aunoHHbIEe (aﬂMVIHI/ICTpaTI/IBHbIe);

dm3n4yeckme;
- TeEXHMYecKMe (annapaTHble U NPorpaMMHbIE).
lMepeyeHb BbIOpaHHbLIX Mep obecneyeHna Ge3onacHocTU oTpaxaetca B [1naHe

MGpOI’IpMﬂTMI?I no obecneyvyeHunio 3aLnThbl nepcoHarnbHbIX AaHHbIX.

6.1 3akoHopaTenbHble (NPaBOBbLIE) MepPbl 3aLMUThI

K npaBoBbIM MepaM 3alUnNTbl OTHOCATCH OENCTBYIOLLME B CTpaHe 3aKOHbI, yKasbl U
HOpPMaTMBHbIE aKTbl, perrnameHTupyowme npasuna obpaweHms ¢ MNMOH, 3akpennsaowue
npaBa n 0643aHHOCTM YYaCTHUKOB MHGOPMALMOHHBLIX OTHOLLUEHMA B Mpouecce ee
00paboTkm W WCNOMb30BaHUS, a Takke YycCTaHaBNMBaKWLWME OTBETCTBEHHOCTb 3a
HapyLeHna 3TUX NpaBusl, NPENATCTBYS TEM CaMblM HenpaBOMEPHOMY MCMOSIb30BAHMIO
MOH n anawowmeca caepxmearoLmm akTopomM AN NoTeHUNanbHbIX HApYLUUTESEN.

[MpaBoBbLIE Mepbl 3aLMTbl HOCAT B OCHOBHOM YynpexgaloLwmnmn, npounaktmyeckmm
Xapaktep n TpebylT MNOCTOSAHHOW pas3bACHUTENbHOMW paboTbl C Nonb3oBaTENSIMU U

o6CnyxnBatoLLMM NeEPCOHANIoM CUCTEMBI.

6.2 MopanbHO-3TU4YeCcK1Me Mepbl 3aWmThbl

K MOpanbHO-3TU4ECKMM MepaM OTHOCATCA HOPMbl MOBEAEHWsl, KOTopble
TPaAOULMOHHO CROXMITMCb UMW CKIagbIBalOTCA NO Mepe pacnpocTtpaHeHnss OBM B cTpaHe
unm obwectee. AT HOPMblI BOnblIEN 4YacTblo He SBRAATCA 00s3aTenbHbIMKU, Kak
3aKOHO4ATENbHO YTBEPXOEHHbIE HOPMATUBHbBIE aKTbl, O4HAKO, UX HecobnaeHne Benet
OObIYHO K MadeHuIo aBTOPUTETA, MPEecTwka YenoBeka, rpynnbl NUL, UKW OpraHu3auuu.
MoparnbHo-3Tu4yeckne HopMbl ObiBalOT Kak HenucaHble (Hanpumep, obuienpuaHaHHbIe
HOPMbl Y4€CTHOCTM, MaTpuoTM3aMa W T.M.), TaKk M MNUCaHble, TO €CTb O(MOPMIIEHHbIE B
HEeKOTOpbLIN cBOA (yCTaB) NpaBuIl U NpeanucaHni.

MopanbHO-3aTUYeckne Mepbl 3aliMThbl SABASAIOTCA NpodunakTuyeckumm n tpebytoT

NOCTOSAHHOW pa6OTbl no co3gaHnio 300pOBOro MoparibHoOro KiummMmata B KOJ1eEKTUBaX

25



nop,pas,u,eneHMVl. MOpaJ'IbHO-STI/I‘-IeCKI/Ie Mepbl 3alnThbl CHWXaloT BEPOATHOCTb

BO3HUKHOBEHUSI HEFATUBHbLIX AEWUCTBUIM CBA3AHHbIX C YeN0BEYECKUM CbaKTOpOM.

6.3 OpraHMsaumMoHHble (aAMUHUCTPATUBHbIE) Mepbl 3aLWUTbI

OpraHunsauuoHHble  (agMUHUCTPATUBHbIE) Mepbl  3aWwuTbl - 3TO  Mepbl
OpraHM3auUMoHHOro XapakTtepa, perfameHTupyowme npoueccbl QYHKLULMOHUPOBAHUSA
WCMAH, ncnons3oaHne pecypcoB VCTTOH, oesatensHOCTb 06CnyXunBarLero nepcoHana,
a Takke nopsiaok B3ammogencTeust nonb3osatenen ¢ UCIMOH Takum obpasom, 4Tobbl B
Hanbonblen cTeneHun 3aTpyaHUTb WIAN UCKMIOYUTbL BO3MOXHOCTb peanu3aumm yrpos
©e30MacHOCTU UM CHU3NTBL pa3Mep NOTepb B Crydae ux peanusaumn.

[MmaBHaa uenb agMUHUCTPATMBHBLIX Mep, nNpeanpMHUMaeMbliX Ha BbICLUEM
ynpaBfieHYeCKOM YpOBHE — cpopmupoBaTth [1onnTUKY MHOPMaLMOHHON ©e30nacHoCTU
MOH (oTpaxarowy nogxoabl K 3awmte vHdopmaumm) n obecnedntb ee BbINOSTHEHUE,
Bblaensisi Heobxoanmble PeCcypcCbl U KOHTPONUPYS COCTOSAHWE Aen.

Peanusauus MNonntukn nHgopmauymoHHon 6esonacHoctu MNAOH B NCIMOH cocTtoat
M3 Mep agMMHUCTPATMBHOINO YPOBHS WM OpraHM3auMoHHbIX (MpouenypHbIX) Mep 3awumThbl
UHopMaLuK.

K agmuHucTpaTuBHOMY YPOBHHKO OTHOCATCA pelleHna pyKkoBOACTBA,
3atparmBaowme pgesatenbHoctb WVCIMIOH B uenom. OTU pelleHust 3akpennswTcs B

MonuTtuke nHdopmaymoHHon 6e3onacHoCTU. NpUMepoOM Takmx peLLleHnin MoryT BbiTb:

- MPUHATME peLLEeHNs 0 (POPMUPOBAHNN UM NEPECMOTPE KOMMIEKCHON NPOrpaMmbi

obecneveHuns 6esonacHocTu MNOH, onpeaeneHne oTBETCTBEHHbIX 3a ee peanu3auuio;

- opmynupoBaHue Lenen, nNOCTaHOBKa 3afay, orpefeneHvne HarnpasneHumn

peartenbHocTu B obnactn 6e3onacHocty MNAH;

- NPUHATME peLUeHnin No BOMpocaM peanu3aummM nporpaMMbl  6e30macHoCTH,

KOTOpble paccMaTpMBaOTCS HA YPOBHE YUpexaeHu s B LieSoMm;

- obecneyveHne HopmaTMBHOM (NpaBoBoW) 6a3bl BONpocoB 6€30nacHOCTM U T.1.

MonuTuka BEPXHEro YPOBHA [AOSMKHA YEeTKO 04YepTUTb cdepy BIUSHUA U
orpaHuyeHns npu onpegeneHun uenen 6esonacHoctn [1[0H, onpeaenuTb Kakumu
pecypcamu (MaTepuanbHble, nepcoHan) OHM OyayT OOCTUTHYTbl U HaNTU pasyMHbIN
KOMNPOMWUCC MexXay MpueMNeEMbIM YpPoBHEM 6e30nacHOCTM W PYHKLMOHANBHOCTLIO
NCnaH.

Ha opraHusauMoHHOM ypOBHe onpefensTca npouenypbl U npasuna OCTUXKEHUS
uenen u pewweHus 3agad Nonutnkn nHgopmaumoHHon 6esonacHocTtu MOH. 3TK npasuna

onpenensioT:
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- KakoBa obnacTtb NnPUMEHEHNA NOJTUTUKA Ges3onacHocTu Mawx;

- KaKOBbl pofint ”n 00513aHHOCTN OOMMKHOCTHBIX N, OTBevawuwme 3a npoeeneHne

nonutukmn 6esonacHoctu MNMAH, a Tak e Ux yCTaHOBUTb OTBETCTBEHHOCTb;
- KTO umeeT npasa goctyna K MNAH;
- Kakumn mepamm u cpeactesamm obecneuvnBaetcs 3awmta MNOH;

- KakKunMn Mepamm un cpeacrtresamMmu obecneuynBaeTcs KOHTPOJ1b 3a cobnogeHnem

BBEOEHHOIo pexunma B6e3onacHocTu.

OpFaHI/I3aLl,MOHHbIe Mepbl OOJTXKHbI:

- npegycmatpmBaTtb pernamMeHT I/IHC*)OpMaLI,I/IOHHbIX OTHOLLUEHUN, WUCKITOYaoLWmX

BO3MOXXHOCTb HECaHKLMOHNPOBAHHbIX AEeNCTBUM B OTHOLLEHMN OOBEKTOB 3aLUUThI;

- onpegendartb KoanmMumnoHHbIE n nepapxmyeckmne npuHUMNbI n MeToObl

pasrpaHuyeHus goctyna K MNaH;

- onpegendatb nopAaaok pa6OTbI C nporpaMmMmHoO-MmatTemMmaTn4eCKMMmn n TeXHNYECKMMHn

(annapaTHble) cpeacreamMu 3allinTbl U KpUNTO3aWNUTbl N APYTNX 3alLUTHbIX MEXaHN3MOB;

- opraHu3oBaTtb Mepbl npotmBogencTeuss HCJL nonb3oBatensamm Ha aTanax
ayTeHTUduKaumm, asTopusaumn, uaeHTUukauum, obecnevmBalOWMX  rapaHTUn

peanusaumm npae U OTBETCTBEHHOCTU CyObEKTOB MHPOPMaLMOHHBLIX O THOLLIEHWNA.

B opraHnsaunoHHble Mepbl 4OMKHbI COCTOATb U3:

- pernameHTa goctyna B nomelueHuna ACIOH;

- NOpAOOK  Aonycka COTPYOHMKOB K Mcnonb3oBaHuio  pecypcoB  WCIOH
YupexaeHus;

- pernameHTa npoLeccoB BeeHNa 6a3 aHHbIX U OCYLLEeCTBEeHUs Mogudukaumnm
MH(OPMaLNOHHbIX PECYPCOB;

- pernameHTa npoueccoB 0OBCnyXMBaHMA W OCYLLECTBieHUs Moandumkaumnm
annapaTHbIX 1 nporpaMmmHbix pecypcoB VCTOH;

- MHcTpykKumir nonb3oBatenen CIMOH (agmuHncTtpatopa VNCIOH, agMnHucTpatopa

6e3onacHocTtn, onepatopa NCIOR);

- MHCTPYKUUA NoJib3oBaTeNnA npn BO3HNMKHOBEHNN BHELUTATHbLIX CMTyaLLVIVI.

6.4 ®nsnyeckne Mepbl 3aLMUTbI
dusnyeckme Mepbl 3alWUTbl  OCHOBaHbl Ha MNPUMMEHEHMM pasHOro poaa

MEXaHUYeCKUX, INEKTPO- WUNN INEKTPOHHO-MEXAHUYECKUX YCTPOMUCTB M COOPYXXEHUN,
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cneumanbHO nNpeaHasHayYeHHbIX ANns co3gaHust usnyecknx NpenaTcTBUN Ha BO3MOXHbIX
NyTSX MPOHUKHOBEHUSA N JOCTYNa NOTeHUMarbHbIX HapyLlwmMTenen K KOMnoHeHTaM CUCTEMbI
N 3amaemMon MHopmaumm, a Takke TEXHUYECKNX CPeacTB BM3yanbHOro HabnaeHus,
CBA3U M OXpPaHHOW CUTHanNn3auuu.

dunsnyeckaa sawmrta 3gaHun, noMeweHnin, 00 bEKTOB N CpeacTB MHMopmaTmsaumnm
AOJDKHA OCYLLEeCTBMATLCA MyTEM YCTAHOBIEHUS COOTBETCTBYHOLUMX MOCTOB OXPaHbl, C
NMOMOLLBbKD TEXHUYECKMX CpeacTB OxpaHbl unn  nobbiMn  gpyrmmm  cnocobamu,
npefoTBpaLLalWNMM UK CYLLECTBEHHO 3aTpYyAHSAWUMNA NPOHUKHOBEHWE B 34aHue,
noMeLeHnsa NOCTOPOHHUX NNL, XULLEHNE WHAOPMAaLMOHHBIX HOCUTENEN, CaMUX CPeacTB
MHOpMaTU3aL MK, UCKNHYaLWMMN HaxoXaeHne BHYTPU KOHTPONUpyeMon (OXpaHaeMomn)

30Hbl TEXHUYECKUX CPEeaCTB pa3BeKu.

6.5 AnnapaTHo-nporpaMmHble cpeacTBa 3awmThbl MOH

TexHnyeckne (annapaTHO-MporpamMMHbie) Mepbl  3aWMTbl  OCHOBaHbl  Ha
NCMONb30BaHNN  PAa3fIMYHbIX 3NEKTPOHHbLIX YCTPOMUCTB W  cneuuanbHbiX Mporpamm,
Bxogswmx B coctaB WVCIMOH v BbINOAHAKOWMX (CaMOCTOATENBHO UM B KOMIMMEKCE C
ApyrMmMmmn  cpegctBamun) - (pyHKUMM - 3aWnTbl  (MAEHTUUKAULMIO M ayTeHTUMduMKaumo
nonb3oBaTenen, pasrpaHMyeHne [ocTyna K pecypcam, perucTpaumio  cobbitun,
Kpuntorpadguyeckoe 3akpbiTue nHpopmaumm n 1.4.).

C yyetom Bcex TpeboBaHuin M NpuHUMNOB obecneveHna 6GesonacHoctu MOH B
NCIMOH no BCeM HanpaBreHMsiIM 3aliuTbl B COCTaB CUCTEMbI 3alUTbl OOMKHbI ObiTb

BKIMIOYEHbI Crieayolmne cpeacrsaa:

- cpeacTBa uMaeHTMdUKauun (ono3HaBaHWs) U ayTeHTUdUKaumm (NoaTBepXKAeHUS
nognnHHocTtn) nonsdoBatenen NCIMOH;

- cpeacTBa  pasrpaHudeHuMs OoOCTyna  3apermcTpupoBaHHbIX — MOfb3oBaTenien
cuctemsbl k pecypcam VCTOH YyupexaeHus;

- cpeactBa  obecnevyeHMss UM KOHTPOMSA  LENOCTHOCTU  NPOrPaMMHbIX U
MHOPMaLMOHHbIX PECYPCOB;

- cpeacTBa onepaTMBHOIO KOHTPOMS U permctpaumm cobbiTuin 6esonacHocTy;

- KpunTtorpadguyeckune cpeacrtea 3awmTbl MNH.

YcnewHoe npuMeHeHne TeXHUYECKUX CPpeacTB 3aluTbl HA OCHOBaHUU NPUHLMUMNOB
(paspen 5) npegnonaraeT, YTO BbIMOMHEHWE MNEPEYUCTIEHHBIX HMXe TpeboBaHui
obGecneyeHO OpraHn3aunoHHbIMU (aAMUHUCTPATUBHBIMW) MepaMuM W UCMOSNb3yeMbIMU
hunsnveckMmn cpeacTesamMm 3aLLmThbI:

- obecneveHa umsnyeckasa LEeNOCTHOCTbL BCex KOMNOHeHT VCT1H;
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- Kaxabli coTpyaHuk (nonb3osatens VMCIOH) unu rpynna nonb3oBartenen wumeeT
YHUKanbHOE CUCTEMHOE MMSi U MUHUMAaNbHO HeobxoauMble OMS BbINOSTHEHMS UM CBOWUX
yHKUMOHanbHbIX 0693aHHOCTEN MOMHOMOYUA NO AOCTYNY K pecypcaM CUCTEMBbI;

- B ICIMNOH YupexgeHns paspaboTka u oTnagka nporpaMmm OCyLIECTBNSETCSA 3a
npegenamu NCI10H, Ha ncnblTaTenbHbIX CTEHOAX;

- BCE U3MEHEHUNA KOHUrypauum TexHU4Yecknx n nporpammHbix cpencts NCIOH
NPOU3BOAATCA CTPOro YCTaHOBIEHHbIM NOPSOAKOM (PErMcTpUpyrOTCA M KOHTPOSUPYIOTCS)
TONbKO Ha OCHOBAHUM PacrnopsiKeHU PyKoBOACTBA YUpexaeHus;

- ceTeBoe obopyaoBaHue (KOHLEHTpaTopbl, KOMMyTaTOpbl, MapLlpyTusaTopbl U
T.N.) pacnonaraetcd B MeCTax, HeOOCTYyMHbIX Afs MNOCTOPOHHUX (crneumasnbHbIX
nomMeLLeHnax, Wwkadax, u T.n.).

- cneumanucTamm Y4YpexaeHus OCYLLEeCTBISeTCS HenpepbiBHOE YyrnpaBrneHue wu

AAMUHUCTPATUBHAA NogaepxkKa C*)yHKLI,I/IOHI/IpOBaHI/IFl cpeacTB 3alnThl.
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7 KoHTponb 3appeKTMBHOCTU cucTeMbl 3awmTbl UCMOH YupexaeHus

KoHTponb adppektneHocTn C3MOH OOMmMKeH OCyLecTBNAeTCs Ha Nepuoanyeckon
OCHoBe. Llenbto KOHTpoOns 9M@EKTUBHOCTN HABNSETCA CBOEBPEMEHHOE BbISIBIIEHME
HeHagnexawmx pexumoB pabotbl C3MOH (OTkMOYeHWe cpencTB 3aWuTbl, HapylleHue
PEXMMOB 3alUnUTbl, HECAHKLMOHUPOBAHHOE M3MEHEeHMe pexuma 3awuTtbl M T.M.), a TaK
NPOrHO3MpoOBaHMeE U NPEBEHTUBHOE pearnpoBaHne Ha HoBble yrpo3bl 6e3onacHocTu MOH.

KoHTponb MOXeT npoBOAUTLCA Kak agmuHucTpatopamm ©esonacHoctn UCIOH
(onepaTuBHbIN KOHTPOSIb B npoLlecce MHopMaunoHHoro B3ammogenctausa B UCINOH), Tak
N npuBnekaembiMM AN 9TOM LUEeNnu KOMMETEHTHbIMM OpraHu3aumamMm, MMELUMn
NUUEH3ND Ha 3ToT BuA AeatenbHocTn, a Takke PCTIK Poccmmn n ©CB Poccum B
npegenax ux KOMneTeHunn.

KOHTpONb MOXeT OCYLeCTBNATLCA aAMUHUCTpPATOpOM 6e30MacHOCTM Kak C
NOMOLLBbIO WTATHLIX CPeacTB cuctembl 3awmTtbl [OH, Tak M ¢ NMOMOLLBIO cneunanbHbIX
NPOrpamMMHbIX CPEACTB KOHTPONSI.

OueHka adpdekTBHOCTM Mep 3awmTbl NOH npoBoauTCA C UCMONb3OBaHMEM
TEXHUYECKMX W MNPOrpaMMHbIX CPeACTB KOHTPONS Ha npeaMeT COOTBETCTBUS

YCTaHOBJ1IEHHbIM TpGGOBaHMHM.
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8 Cdhepbl oTBeTCTBEHHOCTM 3a 6e3onacHocTb MOH

OTBeTCTBEHHBIM 3a pa3paboTKy Mep 1 KOHTPONb Haa obecneveHmem 6e30nacHOCTU
nepcoHanbHbIX AdaHHbIX SBNSETCH pykoBoauTenb YypexaeHus. PykoBoauTernb MOXeT
gernerMposatb 4acTb MNoOSIHOMOYMA no obecnedyeHuto 6e3o0nacHOCTU MepCcoHarnbHbIX
AaHHbIX.

Cdhepa OTBETCTBEHHOCTM pPYKOBOAMTENA BKMOYaeT criegylume HanpaBneHus
obecneyveHus 6esonacHocTn MNOH:

- MnaHupoBaHne 1 peanusauyust mep no odbecneyeHnto 6esonacHocTu MNOH;

- AHanu3 yrpo3 6e3onacHocTu MNOH;

- PaspaboTtky, BHegpeHue, KOHTPOSb UCMOSIHEHNSA 1 NoagepXaHne B akTyanbHOM
COCTOSIHMM MONUTUK, PYKOBOACTB, KOHUENUWA, npoueayp, PerfiaMeHToB, WHCTPYKUMKA W©
APYrMx opraHM3aumoHHbIX JOKYMEHTOB No obecneyeHunto 6e3onacHoCTy;

- KoHTponb 3awuieHHocTn T nHdpactpyktypbl Komnanum ot yrpo3 Ub nyTtewm;

- OBy4yeHne n mHgopmuposaHme nonb3osatenen WCIOH, o nopsgke paboTbl C

MOH v cpegcTBamu 3aWmnThl;

- MNpepoTBpalleHne, BbISIBIEHNE, pearMpoBaHWe W paccrnefoBaHWe HapyLleHWN

©esonacHocTu MOH.

Mpn B3anMoOOENCTBMM CO CTOPOHHUMM OpraHuM3aumMsiMm B Ccriydasix, Koraga
COTpYOHMKAM 3TUX OpraHmM3aunn NpeaocTaBnsieTcs AOCTyn K o0bekTam 3awmTthl (pasgen
3), C 3TuMMm oOpraHus3auusMm JOMKHO ObiTb  3akntodeHo  «CornaweHve o
KOHuaeHumanbsHoctTn», Nnnbo «CornaweHue o cobnogeHnn pexunma 6esonacHoctu MOH
npu BbinonHeHun padot B NCIOH». MoaroToBka TUNOBbLIX BapMaHTOB 3TUX COrfalleHun
ocyllecTBnsetca coBMecTHo ¢ OTgenom KagpoBOro UM HOPMaTUBHO-MPaBOBOMO

obecrneyeHus .
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9 Mopgenb HapyuwuTtens 6e3onacHocTn

Mog Hapywwutenem B YypexaeHuu MOHMMaeTCs nuuo, KoTopoe B pesyrbTaTe
YMBILUAEHHbIX MW HEYMbILWEHHbIX AENCTBUA MOXET HaHecTun yuepb obbektam 3awmTbl
(pasgen 3).

HapywuTtenn nogpasgensiTca no npusHaky npuHagnexHoctn k WCIOH. Bce
HapyLwmTenu 4enaTcs Ha ABe rpynnbl:

e BHEWHMe Hapywutenn — du3mMyeckMe nuua, He uMellwune npasa
npebbiBaHUA Ha TEPPUTOPUM KOHTPONMPYEMOM 30HbI, B npenenax KoTopou
pa3meLyaetcsa obopygosaHue NCIOH;

e BHYTPEHHME Hapywmtenu — duamMyeckme nuua, UMerwme npaso
npebbiBaHUA Ha TEPPUTOPUM KOHTPONMPYEMOW 30HbI, B npenenax KoTopou
pa3meLyaetcsa obopygosaHue NCT1OH.

Knaccudvkauma Hapywmtenen npenctasneHa B Mogenu yrpo3 6esonacHoOCTU

nepcoHanbHbIX AaHHbIX Kaxgon CIOH.
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10 Mogenb yrpo3 6e3onacHocTu
Ona UCMNOH YypexaeHnsa BbIOENSATCA crieylouiMe OCHOBHbIE KaTeropum yrpos
6e30nacHOCTM NepPCOoHanbHbIX aHHbIX:
1) Yrposbl OT yTeUKM Mo TEXHUYECKUM KaHanam.
2) Yrpo3bl HeCaHKLMOHMPOBAHHOMO AOCTYNa K MHGopMaLnK;

- Yrpo3bl YHUYTOXEHUS, XxuweHus annapaTHbix cpeacts VCTOH HocuTenen
MHgopMauum nytem msmyeckoro goctyna kK anemeHtam VCIOH.

- Yrpo3bl  XuLEeHMs, HeCaHKLMOHNPOBAHHOWN mMoaucmkauumn - unm
OnoknpoBaHua MHGOPMaUMK 3a cYEeT HecaHKuuoHupoBaHHoro goctyna (HCL) c
NPUMEHEHNeM NporpaMMHo-annapaTHbIX U NPOrpaMMHbIX CpeacTB (B TOM 4uchne
NporpaMMHO-MaTemMaTUYeCKUX BO3OENCTBUN).

- Yrpo3bl He npefHaMepeHHbIX OeNUCTBUW nornb3oBaTenen v HapyLleHun
©6e3onacHoctTn pyHKkumoHmposanus NCIOH n C3IMOH B ee coctase 13-3a cboeB B
nporpaMmHoOM obecneyeHMn, a TakkKe OT Yrpo3 HeaHTponoreHHoro (cboes
annapaTtypbl K3-3a HEHaOEeXHOCTU 3feMEHTOB, COOEeB anekTponuTaHus) u
CTUXMNHOrO (YAapOB MOSHUI, NOXapoB, HABOAHEHUI U T.MN.) XapakTepa.

- Yrpo3bl npegHaMepeHHbIX 4ENCTBUA BHYTPEHHUX HapyLInTenemn.

- yrp03bl HECaHKUMOHNPOBAHHOIO AOCTYMa No KaHalnamMm CBA3N.

OnncaHue yrpos, BEpOSTHOCTb WX peanu3auuu, OrnacHOCTb W akTyallbHOCTb

npegcraeneHsl B Mogenu yrpo3 6e3onacHoOCT NepcoHanbHbIX AaHHbIX kaxgon NCT1OH.
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11 MexaHn3m peanusaummu KoHuenuum
Peanusauma KoHuenuuu OorkHa OCYLUECTBMATbCA HA OCHOBE NEPCNEKTUBHbIX

nporpamMmm 1 nnaHoB, KOTOpPble COCTaBIIAOTCA Ha OCHOBaHNN N BO UCMNOJTHEHUNE!

- (pegepanbHbiX  3akOHOB B obnactu  obecneyeHns  MHPOPMALMOHHOM

©e3onacHOCTU 1 3aLnTbl MHbopMauuy;
- noctaHoBneHun Npasutenbctea Poccurickon degepaumu;

- pyKkoBOoOALLMX, opraHn3aunoHHO-pacnopAanTesibHbIX n MeTOoOANYEeCKnX

AokymeHToB PCTIK Poccuu;

- notpebHocTten NCIOH B cpeactBax obecrneyeHns 6e30nacHOCT! MHpopMauunu.
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12 Oxupaembi acpdekT oT peanusaummn KoHuenuum

Peanusauunsa KoHuenuumn 6e3onacHoctu MNAH B UCIMOH no3sonuT:

- OUEeHUTb cocTosHue BesonacHocTn uMHdopmauun WVCIOH, BbISIBUTb MCTOYHMKK
BHYTPEHHUX W  BHEWHUX Yrpo3 WHGOpMauuoHHoM BesonacHocTU, onpeaenuTb
NPUOPUTETHbIE HanpaBneHns npeaoTBpaLLEHUS, OTPaXeHUs W HeuTpanusauum 3Tux
yrpos;

- paspaboTtatb pacnopsguTenbHble UM HOPMATUBHO-METOOMYECKUEe [OOKYMEHTbI
npumenunTensHo kK UCIMAOH;

- NpoBecTun knaccudukaumo n ceptucpmkauuo NCIOm;

- NMPOBECTM  OPraHU3auUUOHHO-PEXMMHbIE U  TeXHUYEeCcKne MeponpuaTua o
obecneyvenunto 6esonacHocTu MAH B UCIMOH;
- obecneunTb HeOBXo4MMbIN YPOBEHL BE30MacCHOCTM OOBHEKTOB 3aLLUTHI.
OcyuiecTBneHme atux mMeponpusatTuin obecneynT cosgaHue eauHOW, LIEeNOCTHOWN U
CKOOPAWHMPOBAHHOM cuUcTeMbl WHGOpMauuoHHon 6esonacHoctn WCIOH wn cospact

ycnosua ona ee JanbHenwWwero coBepLUEHCTBOBAHMUS.
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13 Cnucok ncnonb3oBaHHbIX UICTOYHMKOB

OCHOBHbIMM  HOPMAaTUBHO-MPABOBbIMMA 1M METOANYECKMMW  [LOKYMEHTaMW, Ha
KoTopbix 6asnpyeTcsa HacTosiLwee [NonoxeHne ABNATCA:

1 ®epepanbHbin 3akoH oT 27.07.2006 r. Ne 152-d3 «O nepcoHanbHbIX OaHHbIX»
(nanee — ®3 «O nepcoHarnbHbIX OaHHbBIX»), YCTaHABNUBAKOLWMWIMA OCHOBHbIE MPUHLMMbLI U
ycnosua obpabotkm [MOH, npaBa, 0683aHHOCTM W OTBETCTBEHHOCTb Y4YaCTHUKOB
OTHOLLEHWI, CBA3aHHbIX ¢ 0bpaboTkon MNAH.

2 «lMonoxeHne o6 obecnevyeHun 6Ge30MNaCHOCTU MEepPCOHanbHbIX OaHHbIX NpU UX
obpaboTke B MHGOPMALMOHHBIX CUCTEMAx MNEepPCOHarbHbIX AaHHbIX», YTBEePXAEHHOe
MoctaHoBneHunem lMNpasutensctea PP o1 17.11.2007 r. Ne 781.

3 «[lNopsgok nposegeHus Knaccudoukaumm NHAPOPMALIMOHHbIX cuctem
nepcoHanbHbIX JaHHbIX», YTBEPXAEHHbIN cOBMeCTHbIM [Npukazom ®CTIK Poccumn Ne 55,
®CB Poccun Ne 86 1 MuHmnHgopmessasm PO Ne 20 ot 13.02.2008 r.

4 «NonoxeHne 06  0coBGeHHOCTAX  00paboTKM  NepCcoHanbHbIX  AAHHbIX,
ocyllectBnsemon 6e3 MCNoOnNb3oBaHWS CPeACTB aBTOMaTM3auumM», YTBEPXAEHHOEe
MoctaHoBneHunem lNpasutensctea PO ot 15.09.2008 r. Ne 687.

5 «TpeboBaHuss K MaTepuanbHbIM HOCUTENAM OMOMETPUYECKUX MNEPCOHASTbHbIX
OAHHBIX W TEXHOMOTNSAM XPaHEHUA TakMX [AaHHbIX BHE WH(OPMAUNOHHBIX CUCTEM
nepcoHarnbHbIX [OaHHbIX», YyTBepXAeHHble [locTtaHoBneHnem [lpaButensctBa P® oT
06.07.2008 r. Ne 512.

6 HopmaTtuBHO-MeTOOUYECKME OOKYMEHTBbI depnepanbHon CNyx0bl no
TEXHUYECKOMY M 3KCMepTHOMY KoHTponto Poccuickon Pepepauumn (ganee - ®CTIK
Poccun) no obecneveHno 6esonacHoctu MNAH npy nx obpabotke B UCTOH:

7 PekomeHpauumn no obecneveHmto 6€30MacHOCTN NepcoHarnbHbIX AaHHbBIX NPU UX
obpaboTke B MHPOPMALMOHHBIX CUCTEMaXxX NePCOHarnbHbIX AaHHbIX, YTB. 3aM. AupeKkTopa
®CTIK Poccum 15.02.08 r. (ACIN)

8 OCHOBHble MeponpuUATUA MO OpraHM3auuMnm W TexHU4YeckoMmy obecnevyeHuro
6e30nacHOCTM NepcoHarbHbIX AaHHbIX, 0bpabaTbiBaeMbIX B MHPOPMALMOHHbIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, yTB. 3aM. aupektopa PCTIK Poccum 15.02.08 r. (ACIT)

9 basoBasi mogenb yrpo3 6e30nacHOCTU NEPCOHaNbHbLIX AAaHHbLIX NPU X obpaboTke
B MHAOPMALUMOHHBLIX CUCTEMAX MEPCOHarnbHbIX AaHHbIX, YTB. 3am. aumpektopa PCTOK
Poccumn 15.02.08 r. (OCIT)

10 MeToguka onpegeneHvs akTyanbHbIX Yrpo3 6e30macHOCTU NepCoHasnbHbIX
AaHHbIX NpU Mx ob6paboTke B MH(POPMALMOHHBIX CUCTEMAX MEPCOHAarbHbIX AaHHbIX, YTB.
3am. gupektopa ®CTIK Poccun 15.02.08 r. (OCI)
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