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MNONOXEHWE
«O NMONUTUKE B OTHOWEHNWN OBPABOTKU N 3ALLINTLI MEPCOHAINBbHbBIX JAHHBLIX
CUCTEMblI OEPA3OBAHMA TAUMbIPCKOIO AONTAHO-HEHELIKOIO
MYHULUWNANBHOIO PAOHA»

1. OBWME NOJTOXXEHNA
1.1. TepmuHbl U onpedeneHus

lMepcoHanbHble AaHHble - nobas MHGOpMauMs, OTHOCALLAsCS K NPAMO Wn
KOCBEHHO onpedeneHHoMy wunu onpegendemomy duandeckomy nuuy (cybbekTy
nepcoHanbHbIX AaHHbIX).

O6paboTka nepcoHanbHbIX AaHHbIX - nwboe pencteue (onepauus) wnu
COBOKYMHOCTb AEWCTBUN (Oonepaunin), coBepllaeMblX C MWCMNOoSib30BaHMEM CpeacTB
aBTOMaTU3auun unm 6e3 MCnonb3oBaHUS TakMxX CPeacTB C NepCcoHasnbHbIMU OAHHBIMA,
BKMoYas cbop, 3anucb, CUCTEMATU3AUMIO, HAKOMMEHWe, XpaHeHue, YTOYHEeHWe
(o6bHOBNEHME, N3MEHEHNE), n3Bre4YyeHue, MCrnosib30BaHue, nepegavy
(pacnpocTpaHeHue,npefocTaBneHme, goctyn), obeanuymBaHue, OnokupoBaHue,
yAaneHue, yHUYTOXeHE NepCcoHanbHbIX aHHbIX.

ABTOMaTM3MpoBaHHas o00paboTka nepcoHanbHbIX [AaHHbIX — o0bpaboTka
nepCcoHanbHbIX AaHHbIX C MOMOLLbIO CPEACTB BblYUCIUTENBHON TEXHUKN.

PacnpocTpaHeHne nepcoHanbHbIX [AaHHbIX - OENCTBUSA, HanpaBfieHHble Ha
pacKkpbITUE NepPCoHarbHbIX AaHHbIX HEONPEeAENeHHOMY KPYry fuLl.

MpepocTaBneHne nepcoHanbHbIX [AaHHbIX - OEWCTBUS, HanpasBfieHHble Ha
pacKkpbITUE NepCOHasnbHbIX OaHHbIX ONpeAeneHHOMY Nuuy Unn onpeneneHHoOMy Kpyry
nmu.

BrnoknpoBaHue nepcoHanbHbIX AaHHbIX - BPEMEHHOE npekpalieHne obpaboTku
nepcoHanbHbIX AaHHbIX (3a UCKITOYEHMEM cryvaeB, ecniv obpaboTka Heobxoanma ans
YTOYHEHWNS NEePCOHAanbHbIX AaHHbIX).

YHUUTOXEHNE NEepCOHarnbHbIX AaHHbIX - AEWCTBUS, B peaynbTaTe KOTOpbIX
CT@QHOBUTCA HEBO3MOXHbIM BOCCTaHOBUTb COAEpPXaHWe MepCOoHanbHbIX AaHHbIX B
NHPOPMALMOHHON CUCTEME MNEePCOHarbHbIX AaHHbIX U (UNKM) B pesynbTaTe KOTOpbIX
YHUUTOXAKTCA MaTtepuanbHble HOCUTENN NEPCOHAaNbHbIX AAHHbIX.

O6e3nnumBaHne nepcoHasnbHbIX OaHHbIX - AEUCTBUS, B pe3ynbTaTe KOTOPbIX
CTaHOBUTCA HEBO3MOXHbIM 6€3 WCNoNb30BaHUA LOMOMHUTENbHOW MHGOPMaumn
onpenenutb MNPUHAANEXHOCTb MNEePCOHanbHbIX AaHHbIX KOHKPETHOMY CyObekTy
nepcoHanbHbIX AaHHbIX.

MHdopMaumoHHass cucTema  MNepCcoHanbHbIX  [aHHbIX —  COBOKYMHOCTb
cogepxawmxca B 6asax AaHHbIX MNEepCOHanbHbIX AaHHbIX U obecneynBaroLmx KX
06paboTKy MHPOPMALMOHHBIX TEXHOIOMMIN U TEXHUYECKUX CPEACTB.

1.2. HasHa4yeHue u npasosasi ocHosa OOKyMeHma



Monutnka YnpaBnenuss obpasoBaHus AamumHucTpauum Tammblipckoro [JonraHo-
HeHeukoro MyHuumMnanbHOro panoHa (ganee — YnpaeneHune 06pa3oBaHus)
onpegensieT cuctemy B3rnggoB  Ha npobnemy obecneyeHuss 6esonacHoOCTU
nepcoHanbHbIX AaHHbIX U NpeacTaBndeTr cobon cucTeMaTu3MpoBaHHOE W3NOXEHWEe
uenen n 3agad 3almTbl, KaKk O4HO WKW HECKOSbKO NpaBwun, npouenyp, NpakTU4eckmx
NPMEMOB N PYKOBOOALMX MPUHUMNOB B 06Mactm WHGOpMaUNOHHOW Ge30nacHOCTH,
KOTOpbIMM pyKOBOACTBYeTCA YnpasreHue obpas3oBaHMs B CBOEW AeATESNIbHOCTU, a
TakKe OCHOBHbIX MPUHLUMUMNOB MOCTPOEHUS OpraHU3aLMOHHbIX, TEXHOSIOrMYeCcKux u
npoueaypHbIX acnekToB obecrneyeHns 6e30nacHOCTU NEPCOHanbHbIX JAHHbIX.

3akoHogaTenbHOM OCHOBOW HacTosLwen MNonnuTukn SBNATCS:

° KoHctutyums Poccuinckon denepaumn,

. depnepanbHbin 3akoH oT 10.06.1992 Ne3266-1 «O6 obpazoBaHuny,

o depepanbHbIn 3akoH 0T 29.12.2012 Ne273-93 «O6 obpasoBaHum B Poccuimnckon
depnepaummny», Bctynatowmm B cuny ¢ 1 ceHtabps 2013 roaa,

° "paxkgaHcknin, YronoBHbIN U TpyaoBOM KOOEKCHI,

° depepanbHbiv 3akoH oT 27.07.2006 Ne 152-903 «O nepcoHanbHbIX JaHHbIX»,

° MoctaHoBneHune [MpaButenbctBa Poccuickon ®Pegepaummn ot 01.11.2012 Noy

1119 «O6 yTBepaeHun TpeboBaHM K 3almMTe NepCcoHarnbHbIX AAHHbIX NPU KX
0bpaboTke B UHGHOPMALMOHHBLIX CUCTEMAX NEPCOHANbHbIX AAaHHbIXY,

. MoctaHosneHwue lNpasutenbctea Poccunckon ®epepaumm ot 21.03.2012 Ne 211
«O6 yTBEpXXOEHUN NepeYvHss Mep, HanpaBrieHHbIX Ha obecneyeHne BbINOMHEHNS
obs13aHHOCTEN, NpeaycMOTpeHHbIX PeaepanbHbiM 3akoHOM «O nepcoHarnbHbIX
AAHHbIX».

o Mpukas PCTIK Poccum ot 05.02.2010 Ne 58 «O6 yTBEPXKOEHUN MOSOXEHUS O
mMeTogax M cnocobax 3awmTbl MHGOPMaUMM N UHAOPMALMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIXY», NMCbMO dPeaepanbHOro areHTcTBa no obpasoBaHuio OT
29.07.2009 Ne 17-110 « O6 obecneyeHnmn 3amTbl NEPCOHANbHBIX AAHHbLIXY,

. MoctaHosneHue lMNMpasutenbctea Poccunckon ®epepaunmmn ot 15.09.2008 Ne 687
«OB6 ocobeHHOCTAX 06paboTkM nepcoHanbHbIX AaHHbIX, ocyliecTsnsiemon 6es
NCnonb30BaHWUA CPeACcTB aBToMaTM3aunny,

o OpPraHM3aumMoHHO - pacrnopsiAUTENbHblE  OOKYMEHTbI, pernameHTupyoLmne
opraHusaumio  pabot no 3awmTe  KOH(MAEeHUManbHOM WHopMauun wu
nepcoHanbHbIX AaHHbIX B YNpaBrneHun obpasoBaHus.

Mcnonb3oBaHne pfaHHou [1oniMTMKM B KayecTBe OCHOBbI Af9 MNOCTPOEHUSA
KOMMMEKCHONW CUCTEMbl WHGOPMALMOHHOM ©0e30nNacHOCTU MepCOoHarbHbIX AaHHbIX
YnpaBneHusa o6pasoBaHnsa NO3BONIUT ONTUMU3NPOBATL 3aTpaTbl HA €€ NOCTPOEHNE.

Mpn paspabotke [lOAUTUKN YyYUTBLIBANIUCb OCHOBHbIE MNPUHUMMLI CO34aHUS
KOMMIEKCHbIX cucTeM obecnedeHus 6e30nacHOCTM MHGOPMaUUK, XapaKTEPUCTUKU W
BO3MOXXHOCTU OpraHmM3aunoHHO-TEXHUYECKUX METOLOB M COBPEMEHHbLIX annapaTHO -
NporpaMMHbIX CPeAcTB  3awuTbl M NPOTUBOAENCTBUA yrpo3am 6e3onacHoOCTH
MHopMauunun.

OcHoBHble nonoxeHus MNonnTnkn B6asnpyoTCs Ha Ka4eCTBEHHOM OCMbICIEHUN
BOMpocoB 6e30nmacHOCTM MHGOpPMaLMM U HEe 3aTparnBatoT BOMPOCOB 3KOHOMWYECKOTO
(KONM4YeCTBEHHOMO) aHanM3a pUckoB U 060CHOBaHUSA HeOBXOoAMMbIX 3aTpaT Ha 3awuTy
MHopMauunun.

2. OBbEKTbI SAWMNTHI

OcCHOBHbIMM 0ObekTaMu cucTeMbl 6E30MacHOCTN MepcoHanbHbIX [AaHHbIX B
YnpaBneHun obpasoBaHuUs W MOOBEOOMCTBEHHbIX OOpasoBaTerbHbIX Y4YPEeXOEHUAX
ABMAIOTCA:



- MHQOPMAUMOHHbIE pecypCbl C OrpaHWYEHHbIM [OOCTYNOM, cogepKalume
nepcoHanbHble AaHHbIE;

- npoueccbl 06paboTkn NepcoHarnbHbIX AaHHbIX B MH(POPMALMOHHOW cucTeMe
nepcoHanbHbiX AaHHbIX YnpaBrneHus obpas3oBaHus, obpasoBaTenbHbIX YyYpexXaeHun,
MHPOPMALMOHHbIE TEXHONOrMK, pernameHTbl M npoueaypbl cbopa, 06paboTku,
XpaHeHust 1 nepegadvn mHdopmMaumm, nepcoHan paspaboTynMKoB W NONb3oBaTenen
CMCTEMbI U ee 06CNyXNBaKOLLMIA NepcoHan;

- MHOPMaUMOHHaa MHGPACTPYKTypa, BKoYawowas cucteMbl ob6paboTkm u
aHanusa WHgopMauMKn, TEeXHUYECKMe W MporpaMmHble cpeactBa ee o6paboTky,
nepegaym u oTobpaxeHus, B TOM 4YUCne KaHanbl WMHEAOOPMAUMOHHOIO obMeHa U
TENEeKOMMYHUKaLUMM, CUCTEMbl W CPeAcTBa 3awWuTbl UHoOpMauuKn, oObeKkTbl U
MOMELLEHNss, B  KOTOPbIX pPacrofioXeHbl TexHW4Yeckme cpeactea 06paboTkm
NepCcoHarnbHbIX JAaHHbIX.

3. ULEIM 1 3AA0AYN OBECIEYEHNA BE3OMNACHOCTW NMEPCOHAJIbHbIX
AAHHbBIX

3.1. UHmepecbl 3ampazusaemMbix cybbeKmoas UHHOPMaUyUOHHbIX OMHOWeEHUU

Cybbektamm MHGOPMALMNOHHBLIX OTHOLUEHUA npu obecneyeHun Be3onacHoCTU
nepcoHanbHbIX AaHHbIX YNpaBneHns obpasoBaHNsA ABNSOTCS:

- YnpaBneHue obpasoBaHus, Kak COBCTBEHHNK MHOPMaLIMOHHBIX PECYPCOB;

- PYKOBOACTBO W COTPYOHUKM YnpaBneHus obpasoBaHusi, B COOTBETCTBUM C
BO3MOXEHHBIMU Ha HUX (PYHKUMSMN;

- yyawmecs obuieobpasoBaTenibHbIX YYPEXAEHUA U BOCMIUTAHHUKN OOLIKOSNbHbBIX
obpasoBaTenbHbIX  YYPEXOEHUW,  yyallmecs  yuypexaeHuh  OOMOSTHUTENbHOro
obpasoBaHus;

- rpaxpgaHe, obpawawowmecsa B YnpareHune obpasoBaHus Mo Borpocam,
OTHOCSALUMMCS K KOMNEeTEHUMN YnpasneHns obpasoBaHus.

MepeuncneHHble cybbeKTbl MHAPOPMALMOHHBLIX OTHOLUEHUN 3anHTEPECcOBaHbl B
obecneveHuu:

- CBOEBPEMEHHOro A0CTyna K HeobXoAMMbIM UM NepcoHarbHbIM AaHHbIM (MX
AOCTYNHOCTN);

- OOCTOBEPHOCTM  (MOSIHOTbI, TOYHOCTW, AAEKBATHOCTW,  LENOCTHOCTW)
nepcoHanbHbIX AAHHbIX;

- KOHUAEHLMANBbHOCTU (COXpaHeHUs B TaHe) NepCcoHasnbHbIX AAHHbIX;

- 3aWMTbl OT HaBA3bIBAHUS WM JIOXHbIX (HEAOCTOBEPHbIX, WCKaXXEHHbIX)
nepcoHanbHbIX AAHHbIX;

- pasrpaHn4yeHusi OTBETCTBEHHOCTW 3a HapyLeHus ux npaB (MHTEpecoB) WU
YyCTaHOBMEHHbIX NpaBui obpalleHnsa ¢ nepcoHanbHbIMU AaHHBIMU;

- BO3MOXHOCTW OCYLUECTBIEHUS HEMPEpPbIBHOrO KOHTPONSA W YynpaBrieHus
npoueccammn o6paboTkn 1 nepegayn NepcoHarnbHbIX OAHHbIX;

- 3aWMTbl NEPCOHanbHbIX AAaHHbLIX OT HE3AaKOHHOIO PacnpoCTPaHEHMS.

3.2. Lenu 3awumel

OCHOBHOM LENbl, Ha [[OCTMXKEHWE KOTOPOW HanpasfeHbl BCE MNOSIOXEHUS
HacTosilwen MonuTukKn, ABnsieTcs 3awmuTa CyObekToB MHGOPMAaLMOHHBLIX OTHOLLEHWN
YnpasneHna obpasoBaHMs OT BO3MOXHOIMO HAHECEeHUs UM  MaTepuanbHOro,
PM3N4eCcKoro, MopanbHOro wunM wuHoro yuwepba, NOCpeacTBOM CIy4yanHOro unu
npeaHamMepeHHOro BO3OEeNCTBUSA Ha NepCcoHasbHble OaHHble, UX HOCUTENW, NPOoLEecChl
0bpaboTkun 1 nepegaym.

YKkasaHHas Uuenb [ocTuraeTcss nocpeactBoM obecnevyeHmss U NOCTOAHHOro
noaaep>KaHus crneayroLmx CBOMCTB NePCOoHarbHbIX AaHHbIX:



- [OOCTYNHOCTM MNepcoHarnbHbIX [aHHbIX A8  feranbHblX Mnofb3oBaTenen
(ycToMumBOro  (PyHKUMOHMPOBAHUA  MHGOPMALMOHHBIX  cuUCTeM  YNpaBneHus
obpas3oBaHus, MpuM KOTOPOM MOMb30BaTENM WMEKT BO3MOXHOCTb  MOSTyYEeHUS
HeobXxo4MMbIX NEPCOHarbHbIX AaHHbIX U pe3ynbTaToB pelleHns 3adad 3a npuemnemMmoe
AN HUX BpeMs);

- LeSIOCTHOCTM M ayTEeHTUYHOCTU (MOATBEpXAEeHMEe aBTOPCTBA) NepCOHasnbHbIX
AaHHbIX, XpaHUMbIX U obpabaTbiBaeMblX B MH(POPMALMNOHHBIX cuctemax YnpasreHus
obpasoBaHus 1 NepegaBaeMon No KaHanam CBA3MW;

- KOH(UAEHUMANbLHOCTU - COXPaHeHUA B TauHe onpedeneHHoOn 4acTtu
nepcoHanbHbIX AaHHbIX, XpPaHUMbIX, obpabaTbiBaeMbIX 1 NepegaBaemMbiXx NO KaHanam
CBA3N.

Heobxoaumbln ypoBEHb LOCTYMHOCTWU, LENOCTHOCTM M KOH(MAEHUManbHOCTH
nepcoHanbHbIX AaHHbIX obecneymBaeTCs COOTBETCTBYHOLUMMUN MHOXECTBY 3HAYMMbIX
yrpo3 Metogamu 1 cpecTBamu.

3.3. OcHosHble 3adayu cucmembl obecriedeHus 6e3onacHocmu nepCcoHarlbHbIX
OaHHbIX

[na AOCTUXKEeHUS OCHOBHOW LN 3aluTbl U obGecrneyeHnsa ykasaHHbIX CBOWCTB
nepcoHanbHblX [OaHHbIX cucteMa obecnedeHnss WHGoOpMaunoHHoW ©Ge3onacHoCTU
YnpaesneHna obpasoBaHus gomkHa  obecrneynBaTb  9PPEKTMBHOE  pelueHue
crneayoLwmnx 3agauv:

- CBOEBPEMEHHOE BbISIBIIEHME, OLIEHKA M NPOrHO3MPOBAHUE MCTOYHUKOB Yrpo3
NHOPMaLUNOHHOM ©e30MacHOCTU, MPUYMH U YCIOBUIK, CNOCOOCTBYHOLLMX HAHECEHWUIO
yuiepba 3aMHTEpPecoBaHHbIM CyGbekTam MHPOPMAUMOHHBLIX OTHOLLEHWIA, HaPYLUEHWIO
HOpManbHOroO  (PYHKUMOHMPOBAHUSA  MH(POPMALMOHHbLIX  cuUcTeM  YNpasfieHuda
obpasoBaHus;

- co3aHMe MexaHu3Ma onepaTMBHOrO pearMpoBaHus Ha yrpo3sbl 6e3onacHoCTH
NHpopMaLUKN N HEraTUBHbIE TEHOEHLUNN;

- co3faHve yCcrnoBuMr ANs MUHAMMU3aUUK M fnoKanusaumm HaHocuMoro yulepba
HenpaBoOMEpPHbIMU AEUCTBUAMU  (PU3MYECKMX W  HOPUOMYECKMX §uul, ocnabnexue
HeraTMBHOIMO BRAWUSHUA W NUKBUOALMS NOCMEACTBMMA  HapylleHus ©Ge3onacHoCTu
MHopMauuu;

- 3aWmTy OT BMeLLaTenbCcTBa B npouecc yHKLMOHUPOBAHNSA MHAPOPMALMOHHbBIX
cuctem YnpaBneHus obpasoBaHMs MOCTOPOHHUX nuL, (4OCTYN K WMHAOPMaLUNOHHBIM
pecypcam [OMKHbl UMETb TONbKO 3aperncTpupoBaHHble B YCTAHOBIEHHOM MOpsiaKe
nonb3oBaTtesnu);

- pasrpaHuyeHne goctyna nornb3oBatenen K MHPOPMaUMOHHBLIM, annapaTHbIM,
NPOrpaMMHbIM M MHbIM pecypcaMm YnpaBrneHus obpasoBaHusi (BO3MOXHOCTb OOCTyna
TOMBbKO K TeM pecypcaM M BbIMOMHEHMA TOMbKO TeX onepauuin C HUMK, KOTOpble
HeobXxo4MMbl KOHKPETHbIM NONb30oBaTensiM  Ansi  BbINOSIHEHUS CBOMX CrY>XeOHbIX
06a3aHHOCTEN), TO €CTb 3alNTy OT HECAHKLMOHMPOBAHHOMO AOCTYNa;

- obecnevyeHve  ayTeHTUdUKaUUW  MNonb3oBaTenen,  yyacTByWOLWNMX B
NHpopMaunoHHOM obMeHe (noaTBepXXAeHWe NOANIMHHOCTU OTNPaBUTENS U Nony4vaTens
MHopMauun);

- 3aWwuTy OT HEeCAHKUMOHMPOBAHHOW MOAUMUKALMW  UCMONb3yEMbIX B
NHPOPMALMOHHBIX cucTemax YnpasreHuss oOpasoBaHWSA MPOrpaMMHbIX CPeacTB, a
TaKke 3aluTy CUCTEMbl OT BHEAPEHUS HECAHKLUMOHWPOBAHHbLIX NPOrpamM, BKo4as
KOMMbIOTEPHbIE BUPYCbI;

- 3aWmnTy MHOPMaLUMK OrPaHNYEHHOMO NOSIb30BaHMSA OT YTEYKM MO TEXHUYECKUM
KaHanam npu ee obpaboTke, XxpaHeHUM 1 Nepefade Nno KaHanam CBA3WN.

3.4. OcHo8HbIE Nymu peweHusi 3aday cucmeMabl 3auums|



[MocTaBneHHble OCHOBHblE Lenu 3awuTbl U peLlleHne nepeydncrieHHbIX Bbllle
3agad gocTuratoTes:

- CTPOrMM Yy4eTOM BCeX Moanexawmx 3awuTte pecypcoB WH(OPMAaLNOHHBLIX
cucTtem YnpaeneHusa obpasoBaHus (MHoOpmaLmKn, 3agad, AOKYMEHTOB, KaHanoB CBA3W,
cepBepoB, aBTOMaTU3NPOBaHHbLIX paboynx MecT);

- )XypHanMpoBaHMeM AeNCTBUA NepcoHana, ocyLecTBAILWEero obcnyxmsaHme un
MoaMdUKaumnIo NPOrpaMMHbIX U TEXHUYECKUX CPEeACTB MHPOPMALIMOHHBLIX CUCTEM;

- MOMHOTOW, pearibHOW BbINOMIHUMOCTLIO U HEMPOTMBOPEYMBOCTLIO TpeboBaHMN
OpraHu3aunoHHO-pacnopaanTenbHbIX  LOKYMEHTOB YnpaBneHus obpasoBaHus no
Bonpocam obecnedeHns 6es3onacHoOCT! MHPopMaunm;

- Ha3HayeHMeM [O/MKHOCTHbIX nuy B obpasoBaTenbHbIX — YyYpexXOeHUsX,
OTBETCTBEHHbIX 3a OpPraHM3aumio U OCYLLECTBEHWE MPaKTUYECKUX MEPOMNPUSATUIA MO
obecneveHunto 6e3onacHOCTU NepcoHanbHbIX AaHHbIX M npoueccoB ux obpaboTku, a
TakkKe KOHTPOSb 3a UX AEATENbHOCTLIO B AAHHOM HanpaBfeHuuy;

- HajgeneHuweMm  Kaxgoro  coTpydHuka — (nonb3oBaTens)  MUHUMAarbHO
HeobXxooMMbIMW ANt BbIMNOMTHEHMA WM CBOUX  (PYHKUMOHanbHbIX 006s13aHHOCTEN
NOMIHOMOYMSMI MO AOCTYNY K UHPOPMALMOHHBLIM pecypcaM YnpasneHns obpasoBaHus;

- YeTKMM 3HaHMEeEM W CTporMM cobnaeHnem BceMu NOfb3oBaTENAMM
NHAPOPMALMOHHBIX cUCTeM YnpasreHust obpa3oBaHus TpeboBaHUN OPraHNU3aLUMOHHO -
pacnopsaauTenbHblX  OOKYMEHTOB MO  Bornpocam obecneyeHnss  GesonacHOCTU
NHdopMaLunu;

- NepcoHanbHOW OTBETCTBEHHOCTbIO 3a CBOM AEWCTBUSA KaXOoro COTpyaHUKa, B
pamkax  CBOMX  (PYHKUMOHamnbHbIX  06sA3aHHOCTEW  MMelwWwero  Joctyn K
MHPOPMAaLMOHHBLIM pecypcam YrnpasneHna obpasoBaHus;

- HenpepbiBHbIM NogaepxaHneM HeobXOoAMMOro YpOBHS  3aLLMLLEHHOCTU
3N1eMeHTOB MHOPMaLMOHHON cpeabl YnpasreHust o6pa3oBaHus;

- NPUMEHEHNEM PU3NYECKMX N TEXHUYECKMX (MPOrpaMMHO-annapaTHbIX) CpeacTB
3alNTbl PECYpCOB CUCTEMbI M HEMNPEPbLIBHOW aAMWHUCTPATUBHOM MNOOOEPXKKON KX
MCNOSb30BaHMS;

- 9(pdeKkTMBHbIM  KOHTpPONieM Hag  cobnogeHnem  norb3oBaTensamu
MHPOPMALMOHHBIX pecypcoB YnpaerneHust obpa3zoBaHms TpeboBaHM No obecneveHnto
BGesonacHoCTU NHopmaumu;

- IOpUOVYECKOM  3almnToM UHTepecoB YnpaerneHuss oOpasoBaHus  npu
B3aMMOOENCTBUM C  BHELWHMMW  OpraHM3aumsiMm  (CBsi3aHHOM C  obmeHoM
nepcoHanbHbIMW AaHHbIMW) OT NPOTUBOMPABHLIX OENCTBUW, KaK CO CTOPOHbI 3TUX
OopraHu3auun, Tak n OT HeCaHKUMOHMPOBaHHbLIX 4ENCTBUIN 0BCNy>KMBaIOLLLErO NepcoHana
N TPETbUX NKLL.

4. OCHOBHbIE MPUHUWMMBbI NMOCTPOEHNA CUCTEMbI BE3OMACHOCTH
MEPCOHAJIbHbBIX OAHHbIX

MocTtpoeHne cuctembl, obecneveHnss Ge30MacHOCTU MNepPCOHaNbHbIX AaHHbIX
YnpaBneHus obpasoBaHusi, U ee (YHKLMOHMPOBAHNE [OOSDKHbI OCYLLECTBMASATLCA B
COOTBETCTBUM CO CMEAYIOLNMM OCHOBHBIMU NPUHLMNAMMN:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMMJIEKCHOCTb;

- HEMpPEPbIBHOCTb;

- CBOEBPEMEHHOCTb;

- NPEEMCTBEHHOCTb M HENPEPLIBHOCTbL COBEPLLEHCTBOBAHWS;

- pa3yMHas JOCTaTOYHOCTb (3KOHOMMYecKas LenecoobpasHocTb);

- NepcoHanbHasi OTBETCTBEHHOCTb;

- MUHUMM3ALMSA NOSTHOMOYNIA;



- NCKMoYeHMe KOHMNMKTa MHTEPECOB;

- B3aMMOAEWNCTBUE U COTPYAHNYECTBO;

- TMOKOCTb CUCTEMbI 3aLLMNTDI;

- OTKPbITOCTb anropuTMOB U MEXaHU3MOB 3aLLUThI;
- NpocToTa NPUMEHEHNsI CPeACTB 3aLnThI;

- 060CHOBAHHOCTb U TEXHUYECKas peanun3yemMocCTb;
- cneumanusauns n npodeccnoHanmaw;

- 06a3aTenbHOCTb KOHTPOIS.

4.1. BakoHHOCMb

lMpeanonaraeT oCyLEeCTBNEHNE 3aLLUMTHBLIX MEPONPUATUI U pa3paboTKy CUCTEMbI
6e30nacHOCTM NepcoHanbHbIX AaHHbIX YNpaBneHneM obpa3oBaHWss B COOTBETCTBUM C
AEVNCTBYIOLMM 3aKOHOAATENbCTBOM B 06MacTM 3awuTbl NEpPCOHarbHbIX OaHHbIX, a
Takke ApyrMx 3akoHogaTenbHbiX akToB no 6esonacHocTn uHdopmauun PO, c
NPUMEHEHNEM BCEX [OO03BOSIEHHbIX METOOOB OOHapyXeHus U1 npeceyeHus
npaBoHapyweHnn npu paboTte C nepcoHanbHbIMM AaHHbIMW. [1pUHATBIE  Mepbl
Ge3onacHOCTM NepcoHanbHbIX [OaHHbIX He [OOMKHbl NpensaTcTBoBaTb  AOCTyny
NpaBOOXPaHUTENbHbIX OPraHoOB B NPeayCMOTPEHHbIX 3aKOHOA4AaTENbCTBOM cny4vasx. Bce
nonb3oBaTenu MHOPMALMOHHbLIX CUCTEM YnpaBneHns obpas3oBaHMs OOSMKHbI UMETb
npeactaBneHne o6 OTBETCTBEHHOCTM 3a npaBOHapylleHus B obnactn ob6paboTku
NnepcoHarnbHbIX AaHHbIX.

4.2. CucmemMHoCcmb

CuctemMHbln nogxon K MOCTPOEHUKD CUCTEMbI 3awWwmTbl  MHpoOpmauum B
YnpaBneHun  obpasoBaHMsi  npegnoniaraeT  yd4eT  BCEX  B3aMMOCBS3aHHbIX,
B3aUMOAENCTBYIOLLUNX U N3MEHSIIOLLMXCS BO BPEMEHUN SNIEMEHTOB, YCINOBUA U DaKTOPOB,
3HauYMMbIX Ans MOHMMaHUS U pelweHuss npobnembl obecneyeHus 6GesonacHOCTU
NnepCcoHanbHbIX AaHHbIX.

Mpn co3gaHnmn cucTeMbl 3aWmnTbl JOIMKHbI YY4MThIBaTbCA BCe crnabble n Hanbonee
ysi3BMMble MecCcTa WH(OPMAaUMOHHBIX cuUCTeM YnpaBneHna obpas3oBaHus, a Takke
XapakTep, BO3MOXHble OOBLEKTbl W HanpaBfeHUsi aTak Ha Hee CO CTOPOHbI
HapywunTenen (0COBEeHHO BbICOKOKBaNMMUUUPOBAaHHLIX 3M10yMbllwieHHNKOB). Cuctema
3aWMTbl OOIMKHA CTPOUTBCA C YY4ETOM He TONbKO BCEX W3BECTHbIX KaHaroB
NPOHUKHOBEHUSA N HECAHKUWOHMPOBAHHOIrO AOCTyna K WHGOPMauun, HO U C y4eToM
BO3MOXHOCTU MOSIBIEHNA NPUHUMNMANbHO HOBbIX MNyTEW peanu3auun  yrpos
B6e3onacHocTu.

4.3. KomrnnekcHocms

KomnnekcHoe wucnonb3oBaHMe METO4OB W CPEeACTB 3aluTbl KOMMbHOTEPHbLIX
CUCTEM npefgnonaraeT CcornacoBaHHOE MPUMEHEHNE pPa3HOPOAHbIX CPeacTB npu
MOCTPOEHUN LENOCTHOM CUCTEMbI 3aluTbl, MNEpPEKpbIBalOLLEA BCE CyLIECTBEHHbIE
(3HauMMmble) KaHanbl peanu3auuu yrpo3 M He coaepxalien cnabblX MecT Ha CTblKax
OTAENbHbIX €€ KOMMOHEeHTOB. BHewHsia 3awmuTta pomkHa obecnednBaTbes
PU3n4eckMMn cpeacTsaMmm, OpraHM3aumMoHHbIMU U NPaABOBLIMU MEpPaMM.

4.4. HenpepbisHocmb 3awiumsl

ObGecneyeHne ©e3onacHocTn nepcoHanbHbIX  AaHHbIX - npouecc,
OCYLLECTBMNSAEMbIN PYKOBOACTBOM YnpaBneHusa obpas3oBaHus, agMUHUCTpaTopamu
6e3onacHOCTM MHMOPMALMOHHBIX CUCTEM W COTPYOAHUKAMU BCEX YPOBHEW. OTO He
TONIbKO M He CTONbKO npoueaypa wnv nonmTuka, KOTopasl OCYLEeCTBSEeTCA B
onpeaernieHHbI OTPE30K BPEMEHW WM COBOKYMHOCTb CPEACTB 3alUuThl, CKOSbKO
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npouecc, KOTopblA AOMKEH MOCTOSIHHO MOTU Ha BCEX YPOBHSX BHYTPU YnpaBneHus
obpas3oBaHNsa N Kaxabl COTPYAHMK YnpaBneHna obpasoBaHWs OOMKEH MPUHUMAaTb
yyactme B 3TOM npouecce. [eaTenbHocTb Mo obecnevyeHnto UHPOPMALNOHHON
6e3onacHOCTM ABNAETCA COCTAaBHOW YacTblo NOBCEAHEBHOW AEATENBHOCTM YNpaBneHns
obpasoBaHunda. N ee adpPeKTUBHOCTb 3aBMCUT OT ydacTusi pyKOBOACTBaA YnpasrieHus
obpasoBaHns B obecneyeHUn UHMOPMaALUMOHHON 6e30MacHOCTN NepCoHanbHbIX
AaHHbIX.

Kpome TOro, 60nblUMHCTBY (PM3MYECKUX N TEXHUYECKMX CPEeACTB 3aliuTbl ANd
apPEKTUBHOIO BbINOJSTHEHUSA cBOMX  PYHKUUKA Heobxoaguma NOCTOSAHHas
opraHusaunoHHas (agMuUHUCTpaTMBHAas) nogdepXka (CBOeBpeMeHHasi CcMeHa U
obecneyeHne  nNpaBWMbBHOMO  XpaHeHUs U MPUMEHEHUS  MMEH,  naponewm,
nepeonpeneneHne NOsTHOMOYUA U T.M.).

MepepbiBol B paboTe cpeactB  3awWntbl  MOryT  ObiTb  MCMNOMNb30OBaHbI
3M10yMbILWIEHHUKaMKN A1 aHanu3a npuMeHseMblX MeToLOB U CPeAcTB 3alumThbl, Ans
BHeLpeHUs creuunanbHbIX NporpamMMHbIX U annapartHbiX "3aknagok" n apyrmx cpencrs
npeosoneHns 3awnTbl.

4.5. CeoespemeHHOCMb

MpegnonaraeT ynpexgawwun xapaktep Mep obecneyeHns ©GesonacHOCTU
NnepcoHanbHbiX [aHHbIX, TO €eCTb MOCTAaHOBKY 3aday Mo KOMMIEKCHOW 3aluTe
nepcoHanbHblX  AaHHbIX M peanu3aumio  Mep  obecneyeHnss  ©esonacHOCTU
NnepcoHanbHbIX OaHHbIX Ha PaHHUX cTaguax pas3paboTkM MHOPMALMOHHBIX CUCTEM B
LefloM 1 UX CUCTEM 3aLLMTbI, B YACTHOCTMW.

PaspaboTka cuctembl 3almThl OOMKHA BECTUCh NapannenbHo ¢ pa3paboTkon u
pasBuUTMEM CamMoM 3alimLaeMon MHPOPMALMOHHON CUCTEMbI. JTO MO3BOSIUT YYeCcTb
TpeboBaHua 6e30MacHOCTM NPU NPOEKTUPOBAHMM apPXUTEKTYPbl U, B KOHEYHOM cyeTe,
co3gaTb 6onee apdekTMBHbIE (Kak MO 3aTpaTtam pPecypcoB, Tak M MO CTOMKOCTM)
cucTeMbl, obnagaroLme 4OCTaTOYHBIM YPOBHEM 3aLLMLLIEHHOCTMW.

4.6. [lpeemcmeeHHOCMb U cogeplieHcmaog8aHue

lNMpegnonaraeT MNOCTOSIHHOE COBEPLUEHCTBOBAHWME Mep W CpeacTB 3aluTbl
NepcoHanbHbIX OaHHbIX Ha OCHOBE MPEEMCTBEHHOCTUM OPraHuU3auMOHHbIX W
TEXHUYECKMX  pEeLleHWin, KagpoBOro COCTaBa, aHanu3a  YyHKUMOHMPOBaHMUS
MHPOPMALMOHHBIX CUCTEM YNpaBneHns obpasoBaHNsa U CUCTEMbI €€ 3alUTbl C Y4eTOM
M3MEHEeHUn B MeTodax W CcpeacTBax nepexsata WHGopmauun, HOPMATUBHbIX
TpeboBaHUN Mo 3alinTe, AOCTUTHYTOrO OTEYECTBEHHOro U 3apybeXXHOoro onbita B 9TOM
obnactu.

4.7. PaszymHas docmamo4YHOCMb (3KOHOMUYeCcKas yesiecoobpasHocmsb)

MNpegnonaraetr COOTBETCTBME YPOBHA 3aTpaT Ha obecnedveHue 6e3onacHoCcTu
NepcoHanbHblX OaHHbIX LEHHOCTU WH(OPMALMOHHBbIX pPECYypcoOB U  BENUYMHE
BO3MOXHOrO yuwiepba oT nx pasrnalleHust, yTpaTbl, yTEYKM, YHUMTOXEHUSA N NCKAXKEHWS.

Ncnonbsyemble Mepbl n cpeacTea obecneyeHns 6esonacHoCTH
MH(POPMALMOHHBIX PECYpPCOB HE [OOSMKHbl 3aMeTHO yXydwaTb 3SpProHOMU4Yeckme
nokasatenu paboTbl  KOMMOHEHTOB  WMH(OPMAUMOHHBIX  CUCTEM  YnpaBneHus
obpasoBaHusa.  ManuwHue  mepbl  ©e3onacHOCTW,  MNOMMMO  3KOHOMMWYECKOW
He3aHEKTMBHOCTU, NPUBOAAT K YTOMIEHNIO N pasapaKeHnto nepcoHana.

Cosgatb abCoOMTHO HENPeodOoNMMYK CUCTEMY  3aliMTbl  NPUHLMNUANBHO
HEBO3MOXHO. [loka nepcoHanbHble AaHHble HaxoaAaTcs B obpalleHun, NpuHMMaeMble
Mepbl MOTYT TOSIbKO CHWU3UTb BEPOSTHOCTb HEraTMBHbIX BO3O4ENCTBUMM wUnn ywepb oT
HUX, HO HE WCKIYUTb WMX MOMHOCTbIO. [lpM OOCTAaTOYMHOM KONMUYECTBE BPEMEHU U
CpeacTtB  BO3MOXHO npeogoneTs nwbyo  3awuty. [loatomy wumeeT  CMbICH



paccMmaTpmBaTb HEKOTOPbIA MpUeMMeMbIn  ypoBeHb obecnedyeHuss Ge3onacHOCTMW.
BbicokoahpekTMBHAA cucTemMa 3awimTbl CTOMT AOPOro, ucnonb3yeT npu pabote
CYLLLECTBEHHYIO 4acTb PECYpCOB W MOXET co3faBaTb OLYTUMble OOMNOSHUTESNbHbIE
HeynobcTBa nonb3oBaTensam. BaxHo npaBunbHO BbiGpaTb TOT 4OCTATOYHbLIA YPOBEHb
3aWmThl, NpY KOTOPOM 3aTtpaTtbl, PUCK W pas3Mep BO3MOXHOro yuiepdba Obiin Obl
npMemnemMbiMu.

4.8. lNepcoHarnbHass omeemcmeeHHOCMb

lMpepnonaraet BO3M0OXeHWE OTBETCTBEHHOCTU 3a obecneyeHne GesonacHoCTU
nepcoHanbHbIX AaHHbIX U CUCTEMbI MX 06paboTkM Ha Ka4oro coTpyaHuKa B npegenax
€ero nonHomMmoumn. B cooTBeTCTBMM C 3TUM NPUHLMMNOM pacnpeneneHne npas U
00a3aHHOCTEN COTPYAHMKOB CTpOUTCA Takmm obpasom, 4Ttobbl B crnydae nwoboro
HapyLLEeHWs KPYr BUHOBHMKOB Oblfl YETKO M3BECTEH UIN CBEOEH K MUHUMYMY.

4.9. MuHumu3ayusi nosiHomoyuu

O3HavaeT npegocTaBrieHWe MNofb3oBaTeNsiM MUHUMAanNbHbLIX MNpaB gocTyna B
COOTBETCTBUM CO cryxebHon HeobxoammocTblo. [OCTyn K nepcoHaribHbIM LaHHbIM
AOSDKEH NMPeaoCTaBnATbLCS TONMbKO B TOM crnyyae u obbeme, ecnn 3T0 HeoBGXoauMo
COTPYAHVWKY O5151 BbINOSTHEHUS €r0 AOIMKHOCTHbLIX 06A3aHHOCTEN.

4.10. UcknrodeHue KOHGUKmMa uHmepecos (pasdeneHue hyHKUUU)

OddektnBHaa cuctema obecneveHna uMHGOpMaUMOHHON  6e3onacHOCTU
npegnonaraet 4eTkoe pasgeneHne o0683aHHOCTEN COTPYAHMKOB W UCKITHOYEHWE
cuTyauun, Kkorga cdpepa OTBETCTBEHHOCTUM COTPYOHMKOB [OMycKaeT KOHQNUKT
nHtepecoB. Cdoepbl  MOTEHUMAnbHbIX  KOHQMKTOB  AOMMKHbl  BbISABMASATLCS,
MUHUMU3NPOBATBCHA, W HaxoaUTbCA No4 CTPOrMM  HE3aBUCMMbIM  KOHTPOSNEM.
Peanusauua gaHHoro npuvHUMna npeanonaraeT, YTO HU OA4MH COTPYOHWK HEe OOSDKEH
MMETb MOSIHOMOYUN, MO3BOMAOWNX €My eOUHOSNIMYHO OCYLIECTBNATb BbIMOMHEHME
KPUTUYHBIX onepauuin. HageneHue COTPYAHWKOB MNOSTHOMOYMSIMUM, MOPOXAAKOLWMMU
KOH(MMKT WHTEpecoB, AaeT €My BO3MOXHOCTb MNoATacoBbiBaTb WHGOpMauuio B
KOPBICTHBIX LeNaxX unun ¢ Tem, 4tobbl CKpbITb NPOONeMbl UM NOHECEHHbIE YObITKW. [ns
CHWXXEHUS pUCKa MaHUMynMpoBaHUS MEepPCOHanbHbIMU OAHHBIMU U PUCKA XULLEHWUS,
Takme MOMHOMOYMS OO0SDKHbI B MaKCMMarbHO BO3MOXHOW CTeneHn ObiTb pasgeneHbl
MeXAy pasnnUYHbIMKU COTPYAHMKaAMMU U NoapasaeneHnammn YnpasneHusi obpasoBaHus.
Heobxognmo npoBOAUTL Nepuoanyeckne npoBepkn o0bsi3aHHOCTEN, (PYHKUMN U
AEeATENbHOCTU COTPYAHMKOB, BbIMOSTHAKOLWMX KMoYeBble PyHKUMK, C TeM, YTOBbI OHU He
MMenuM BO3MOXHOCTWN CKpbiBaTb COBEpLUEHNE HeNpaBoOMEpPHbIX aAencTeui. Kpome Toro,
HeobxoQMMO NpuHMMaTb CcrneunanbHble Mepbl MO HEeAOMyLIEHUIO CroBopa Mexay
COTPYAHNKaMW.

4.11. Bzaumodelicmgue u compyOHU4ECMBO

lMpegnonaraet co3gaHve  GnaronpuaTHOW — atMocdepbl B KONNEKTUBE
YnpaeneHua obpasoBaHuna. B Takon o06CTaHOBKE COTPYAHWKN AOSMKHbI OCO3HAHHO
cobnogatb YCTAHOBMEHHble MpaBuna WM OKa3blBaTb COAEUCTBME OEATENbHOCTU
agMUHUCTPaTOPOB 6e30MacHOCTU NH(POPMALIMOHHBIX CUCTEM NEPCOHANBHbLIX AAHHbIX.

BaxHbiM anemeHTOM adpekTuBHOM cuctembl obecneveHns GesonacHOCTU
nepcoHanbHbIX AaHHbIX YnpaBreHnem o0pa3oBaHus SBNSIETCS BbICOKasi KynbTypa
paboTel ¢ uHGopmaumen. PykoBoactBo YnpaeneHuss obpasoBaHWA  HeceT
OTBETCTBEHHOCTb 3a CTpOroe cobnogeHne 9TUYEeCKUX HOPM W CTaHOapToB
npodeccnoHanbHOM  OEATENbHOCTM,  MoAYepKuMBawWwen U OAEeMOHCTPUPYIOLLEN
nepcoHany Ha BCex YPOBHAX BaXXHOCTb obecrneyeHns MHpopMaLmnMoHHON 6e3o0nacHOCTU
YnpasneHnem obpasoBaHud. Bce coTpyaHuku YnpaBneHus obpas3oBaHus OO0SDKHbI



NoHMMaTb CBOK PosSib B npouecce obecneveHuss nHopMaumoHHon 6e3onacHoCcTn U
NpMHUMaTL y4acTue B 3TOM npouecce.

HecmoTpa Ha TO, 4TO BbICOKas KynbTypa obecnedyeHns uHGPOpPMaLMOHHOM
6e3onacHOCTM He rapaHTUMpyeT aBTOMaTU4YeCcKOro OOCTUXKEHWUSI Luenen, ee OoTCyTCTBuE
co3fgaeT Gorblle BO3MOXHOCTEN AN HapyLlleHns 6e30nacHOCTU U He OBHapyXeHus
(haKkToB ee HapyLUEHWs.

4.12. [ubkocmb cucmemsbl 3auumsl

Cuctema obecnedyeHns wuHGOpPMaLMOHHOM 6e30nacHOCTM OOfKHa  ObiTb
cnocobHa pearMpoBaTb Ha W3MEHEHUS BHELLUHEW cpefbl U YCNOBUW OCYLLECTBNEHUS
YnpaBneHnem obpasoBaHns cBoen AeATENBLHOCTU. B YnCno Takmx n3MeHeHnn BXOOAT:

- WN3MEHEHUS  OpPraHU3auuoHHOW W  LITATHOM  CTPYKTYpbl  YNpaBneHus
obpasoBaHus;

- W3MEHEeHWe CyLWeCTBYWNX WU BHEAPEHWE NPUHUMNNANBHO  HOBbIX
NHAPOPMALMOHHBIX CUCTEM,;

- HOBble TEXHMYECKME CpeacTBa.

CBoncTBO MMBKOCTM cucTeMbl obecnevyeHnsa uHGOopMauMoHHOM ©e3onacHoCTU
n3baBnseT B TakMxX CUTyaumnsax OT HEOOXOAMMOCTM MPUHATUS KapAuHamnbHbIX Mep Mo
NOSIHOM 3aMeHe CpeacTB M METOOOB 3alUuMTbl HAa HOBbIE, YTO CHWXaeT ee obuLyto
CTOMMOCTb.

4.13. OmKpbiImocmbe an2opummos U MexaHuU3mMos8 3aujumal

CyTb NpMHUMNA OTKPbLITOCTM anroOpUTMOB Y MEXAHU3MOB 3aLUUTbl COCTOUT B TOM,
YTO 3awWmTa He [OoMmkHa obecnevmBaTbCA TOSMbKO 3a CYET CEKPETHOCTU CTPYKTYPHOM
opraHuMsauumn n anropMtMoB (PYyHKLMOHMPOBaHMS ee noacuctem. 3HaHue anropuTMoB
paboTbl CUCTEMbI 3alLUMTbl HE OOMMKHO AaBaTb BO3MOXHOCTU ee NpeoaoneHuns (gaxe
aBTopam). OTO, OAHAKO, HE O3HA4YaeT, YTO MHGopMaLums 06 NCNOMb3yEMbIX CUCTEMAX U
MexaHM3Max 3alumTbl 4OMmkKHa ObiTb 06LWenocTynHa.

4.14. Nbocmoma npumeHeHuUsi cpedcme 3auums|

MexaHn3mbl 1 MeToAbl 3aLLMTbl AOSMKHbI OblTb MHTYMTUBHO MOHATHBI U NPOCThI B
ncnonb3oBaHuun. MNpumeHeHne cpeacTB U METOAOB 3alUMTbl HE AOMKHO ObITb CBA3AHO
CO 3HaHMEM cneuunasnbHbIX $A3blIKOB WM C BbINOMHEHMEM [OENCTBUN, TpebyoLlmx
3HauYUTENbHbIX AOMNOSTHUTENbHbIX Tpygosartpar npwm 00bIYHON paboTte
3aperncTpupoBaHHbIX Mofb3oBaTenen, a Takke He [JofmkHO TpeboBatb OT
NoNb3oBaTesis BbINOSIHEHUS PYTUHHBIX MANOMNOHATHBLIX €My Onepauui.

4.15. ObocHoBaHHOCMb U MEXHUYECKas peasnu3yemMocmb

NHOpMaLIMOHHBbIE  TEXHOMOMMW, TEXHUYECKME W MPOrpaMMHble CpPencTBa,
CpeacTBa U Mepbl 3alnTbl NEPCOHarbHbIX AaHHbLIX OOMKHbI ObITb peanu3oBaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTUS HAyKM W TEXHWKM, OBOCHOBAHbI C TOYKU 3pEHUS
OOCTWXKEHUS 3aJaHHOro YypoBHS 6e3onacHOCTM MHOpMaLMM U SKOHOMUYECKON
uenecoobpasHOCTW, a TakkKe AOSMKHbl COOTBETCTBOBATb YCTAHOBMEHHBbIM HOpMaM U
TpeboBaHuAM No 6e30nacHOCTN NePCOHaNbHbIX AAHHbIX.

4.16. Cneyuanusauyusi u rnpogeccuoHaIu3m

MpepnonaraeTt npueneyYeHne Kk paspaboTke CPeacTB M peanmsauumn Mep 3aLUnTbl
nepcoHanbHbIX AaHHbIX cneunanm3npoBaHHbIX opraHusauun, Hanbonee
NOAroTOBIEHHBLIX K KOHKPETHOMY BMAY AEATENbHOCTM No obecnedeHunto 6e3onacHoOCTH
WH(POPMALMOHHBIX ~ PEecypcoB, MMEKLWMX  ONbIT  MNpakTuyeckon  paboTbl u
rocygapCTBEHHYIO NMMLEH3MIO Ha MpaBO OKasaHua ycnyr B aTon obnactu. Peanunsauus



AOMUHUCTPAaTUBHbIX Mep W 3KCrJiyatauna cpencrts 3alnTtbl OOJDKHA OCYLLECTBIIATbCA
I'IpOCbeCCI/IOHaJ'IbHO noaroToBneHHbIMM cneunarnmctaMmm yl'lpaBJ'IeHI/IFI O6pa3OBaHl/IFI.

4.17. O6s3amesibHOCMb KOHMPOIIs

Mpeanonaraet 0b6a3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISIBNIEHUS U NpeceyeHns
MOMbITOK  HapyleHus  YCTAHOBMNEHHbIX npaBun, obecneyeHns ©e3onacHOCTU
nepcoHanbHbIX [aHHbIX, Ha OCHOBE WCMOMIb3yEeMbIX CUCTEM W CPEACTB 3aluuThbl
NnepcoHanbHbIX [aHHbIX, MPU COBEPLUEHCTBOBAHUN KPUTEPUEB WM METOAOB OLEHKM
3PPEKTUBHOCTU ITUX CUCTEM N CPELCTB.

KoHTponb 3a [eATenbHOCTbIO NOGOro nonb3oBaTeNs, Kaxaoro cpeacrtsa
3aWnTbl U B OTHOLWEHUN NMoboro obbekTa 3almTbl OSMKEH OCYLLECTBNATLCHA HAa OCHOBE
NPUMEHEHNA CPEeACTB ONepaTMBHOIO KOHTPOMS M pernctpaumm 1 OOSKeH oxBaTbiBaTb
KaK HeCaHKUWOHUPOBaHHbIE, TaK U CaHKLUMOHMPOBAaHHbIE AEACTBUS NOSb30oBaTeNemn.

Kpome TOro, adpdpektnBHas cuctema obecnedyeHnss UHPOPMALNOHHOMN
B6esonacHocTn TpebyeT Hanuuna apekBaTHoOM W Bceobbemnowen uHdpopmaumm o
TeKyLeM COCTOSIHMM MPOLIECCOB, CBA3AHHbLIX C ABWXEHMEM MHopMaLnn 1 cBeaeHUn o
cobnogeHnn yCTaHOBMNEHHbIX HOPMAaTMBHbLIX TpeboBaHMi, a Takke OOMNOMHUTENbHOM
MHOpMaUUK, MMerLen OTHOLWIEHWE K MPUHATUIO pelleHun. MHdopmaums [ormkHa
ObITb HAQEXXHOW, CBOEBPEMEHHON, LOCTYMHOM 1 NPaBUNbHO OPOPMIIEHHON.

Hepoctatkm cuctembl  obecrnieyeHuss  MHGOpMauuoHHOM  ©e3onacHoCTy,
BbISIBNEHHbIE  COTPyOHUKaMU YnpasneHuss o00pasoBaHWsa OOSPKHblI  HeMeOneHHO
AOBOANTLCA OO0 CBeAEHUs pykoBoauTensa YnpasneHus obpasoBaHust M OonepaTUMBHO
YCTpaHATbCA. Bonpockl, KOTOpble KaXyTCA He3HauuTesnbHbIMK, KOorga OTAerbHble
NpoLEeCChl paccMaTpMBalOTCA M30NTMPOBAHHO, NMPU PAaCCMOTPEHUN X HApPAAY C APYrMMu
acrnektamum MOTyT ykasaTb Ha oOTpuuaTernbHble TeHOEHUUW, rpossilime nepepactn B
KpynHble He4OCTaTKW, eCrv OHM He ByayT CBOEBPEMEHHO YCTPaHEHbI.

5. MEPbI, METOObI N CPEACTBA OBECIEYEHVA TPEBYEMOI'O YPOBHA
SAWLNTBI NHPOPMALIMOHHbBIX PECYPCOB

5.1. Mepbi obecriedyeHusi uHhopmayuoHHoU besornacHocmu

Bce mepbl obecneveHnsa 6e3onacHOCTU MHGOPMALMOHHBLIX CUCTEM YNpaBreHns
obpa3oBaHng noapasgensTca Ha:

- NpaBoBble (3aKOHOAATENbHbIE);

- MOparibHO-3TUYECKME;

- TEXHONOMMYECKNE;

- OpraHn3aumoHHbIe (aAMUHUCTPATUBHBIE);

- usmnyeckue;

- TeXHMYeckne (annapaTypHble U NPOorpaMMHbIE).

5.1.1. 3akoHogaTenbHble (MpaBoOBbIe) Mepbl 3aLUUTbI

K npaBoBbIM MepaM 3alnTbl OTHOCATCA OENCTBYHOLIME B CTpaHe 3aKOHbI, yKasbl
N HOpMaTMBHbIE aKTbl, perfnameHTupylolmne npasuna obpalieHns ¢ nepcoHarbHbIMM
AaHHbIMK, 3aKkpennsawowme npasa M 00A3aHHOCTU YYACTHUKOB WHAOPMAaLMOHHbLIX
OTHOLLEHWI B npouecce nx obpaboTkn 1 UCMONb30BaHWs, a Takke ycTaHaBnvBatLme
OTBETCTBEHHOCTb 3a HapylleHus 3Tux npasun. [lpaBoBble Mepbl 3alWnTbl HOCAT B
OCHOBHOM ynpexaawwmmn, npounakTM4ecknin xapaktep u TpebylT NOCTOSAHHOM
pasbsaCHUTENbHON paboTbl C nonb3oBaTendaMu U obcnyXmBarowmMm nepcoHanom
MHPOPMALMNOHHBIX cUCTEM YnpasneHnsa obpasoBaHus.

5.1.2. MoparnbHO-3TU4Yeckne Mepbl 3aLLnTbI
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K MopanbHO-3TU4eCkuM MepaM OTHOCATCA HOpPMbl MNOBEAEeHWsi, KOTopble
TPagVUMOHHO  CIIOXMAWCb WM CKMagblBalTCa N0 Mepe  pacnpoCTpaHeHus
MHAPOPMALMOHHBIX TEXHosormin B obwectBe. OTM HOPMbl OoMnbllen 4YacTblo He
ABNATCA 00s3aTeNbHbIMK, KakK 3aKOHOA4ATENbHO YTBEPXAEHHbIE HOPMATUBHbBIE aKTbI,
OfHaKo, UX HecobnogeHne MOXeT NPUBECTM K MALEHW0 aBTopuTeTa, NpecTuxa
yenoseka, rpynnbl nuy unu YnpaeneHus obpasoBaHus B Lenom. MopanbHO-3aTn4eckme
HOpPMbl ObIBAIOT KaK HENMCaHble, TaKk U MUCaHble, TO eCTb OPOPMIIEHHbIE B HEKOTOPbIN
ceog (yctaB) npasun wnu npeanucaHnin. MopanbHO-3TMYECKME Mepbl  3aluUTbl
ABNATCA npodmnakTuyeckumm u TpebylT MoCTOsAHHOM paboTbl MO  CO34aHuIo
3[0POBOro MOparibHOro KnMmara B KOSekTUBE.

5.1.3. TexHonornyeckme mepbl 3aWuThbI

K gaHHOMy BuOy Mep 3awWmTbl OTHOCATCA pas3HOro pofa TexHoNnorndeckue
peLLeHnsa 1 NpUeMbl, OCHOBAHHbIE Ha UCMNOSIb30BaHNUN HEKOTOPbIX BUAOB M3OLITOYHOCTHU
(CTPYKTYpHOWN,  OYHKUMOHANbHOW, WHAOPMALUMOHHOW, BPEMEHHOM U T.N.) W
HanpaBfieHHble Ha YMeHbLUEeHNe BO3MOXHOCTU COBEpPLUEHUS] COTPYOAHMKaMW OLIMOOK n
HapyLleHW B paMKax NpefoCTaBneHHbIX UM MpaB U NOSTHOMOYUIA.

5.1.4. OpraHn3aumoHHble (aAMUHUCTPATUBHbBIE) MEPbI 3aLUUTbI

OpraHu3aunoHHble  (aAMUHUCTPATUBHbIE) Mepbl  3aWuTbl - 3TO  Mepbl
OpraHM3auUnoOHHOIO XapakTepa, pernaMmeHTupyrowme npoueccbl (OYHKLNOHMPOBAHMS
cucteMbl  0BpaboTKM  MepcoHanbHbIX  AaHHbIX, WCMONb30BaHWE e€e pPecypcos,
AeATeNnbHOCTL O6OCMyXXMBalOLWEro nepcoHana, a Takke Mnopsgok B3aMMoOenCTBUSA
nonb3oBaTtenien c cuctemMom TakMm obpasom, 4YToObl B Hambosnbwen CcTeneHu
3aTpyagHUTb WM UCKIKOYUTL BO3MOXHOCTb peanu3aumm yrpo3 6e3onacHoCcTn wunu
CHU3UTb pa3Mmep NoTepb B Criydae nux peanusawumu.

5.2. @opmuposaHue nonumuku besonacHocmu

MaBHas uUenb agMWHUCTPATUBHBLIX Mep, MpPeanpuMHMMaeMblX Ha BbICLLEM
yrnpaBrieH4eCckoM ypoBHe - cdopmupoBaTb MNONUTUKY B obnactm obecneyeHus
Ge3onacHOCTM  MepcoHarnbHbIX  AaHHbIX  (OTpaxarowlyt nogxodbl K  3awwmTte
nepcoHanbHbiX AaHHbIX) M obecneynTb ee BbINOMHEHWE, Bblgensia Heobxogumble
pecypcbl U KOHTPONUPYS COCTOsIHME Aern.

C npakTU4ecKkon TOYKU 3peHnst NONUTKKY B obnactu obecneyeHns 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX B YNpaBneHun obpasoBaHunsa LenecoobpasHo pa3buTb Ha ABa
ypoBHS. K BEpXHEMY YPOBHIO OTHOCSTCS pELUEeHMs1 PYKOBOACTBA, 3aTparvBatoLlune
AedaTenbHOCTb YnpaeneHuss obpasoBaHua B uernioM. [lonutvka BepxHero YpPOBHSA
AOMMKHA YEeTKO 04epTUTb cdhepy BAMSIHUMSA M OrpaHUYEHUs Npu onpedeneHun uenen
Ge3onacHOCTM  MepcoHanbHbIX  AaHHbIX,  OMpedennTb  Kakumum  pecypcamu
(MaTepuanbHble, CTPYKTYPHblE, OpraHM3alMOHHbIE) OHM OyayT OOCTUIHYTbI, U HaWUTK
pasyMHbI  KOMAPOMWUCC  Mexay npuemnembiM  ypoBHeM  6e3onacHoCTn  u
PYHKLMOHANbHOCTbIO.

MonnTrka HWXHEro ypoBHS, onpegenseT npouenypbl, U NpaBuna AOCTUXKEHUS
uenem u pewenHna 3agady 6e30MacHOCTM MEepPCOHarnbHbIX AaHHbIX W OeTanu3upyet
(pernameHTUpyeT) 3TN Npasuna:

- KaKOBbl PONN N 06513aHHOCTM OOIMKHOCTHBIX MWL, OTBEYarLwme 3a npoBeaeHue
nonuTNkM 6€30NacHOCTM NEePCOHanbHbIX OAHHbIX;

- KTO UMeeT npaBa [OCTyna K MNepcoHanbHbIM AaHHbIM, KTO WU MNPU KaKux
YCNOBUSAX MOXET Yntath 1 MOANMULNPOBATL NEPCOHanbHbIE AaHHbIE U T.4.

MonnTMKa HUXKHEro ypoBHSA A0SMKHA:
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- NpegycmaTpvBaTtbh perfiameHT UHPOPMALMOHHBIX OTHOLUEHMWI, UCKMOYatoLWmMX
BO3MOXHOCTb MPOU3BOSIbHbIX, MOHOMOSbHbLIX UM HECAHKLMOHUPOBAHHbIX AENCTBUNA B
OTHOLLUEHUN MH(POPMALIMOHHBLIX PECYPCOB;

- onpegensiTb KoanuMUMOHHbIE W MepapxuMyeckne npuUHUMMNBLI U MeToAabl
pasgeneHns CEKPETOB M pasrpaHMYeHnst 4OCTyNa K NepCcoHarnbHbIM AaHHbIM;

- BblbMpaTb NporpaMMHO-TEXHUYECKNE (annapaTHble) cpeacTea
NPOTUBOAENCTBUS HECAHKLMOHMPOBAHHOMY AOCTYMy, ayTeHTMdMKaumm, aBTopu3aumm,
naeHTUdUKaLUmM 1 gpyrux

3alMTHBIX MexXaHM3MOB, ObecrneymBaloLWMX rapaHTUM peanusaummM npaB U
OTBETCTBEHHOCTUN CyObeKkTOB MHPOPMALIMOHHBLIX OTHOLLEHUIA.

5.3. PeacnameHmauyusi docmyna 6 rnomMeu,eHusi

KOMMNOHEHTbI MHGOPMAUUNOHHBLIX cUCTEM YnpaBreHust obpa3oBaHUs OOSTKHbI
pasmelatbCs B MNOMELLEHNAX, HaXOOALWMXCH Mo4 OXpaHou wnn HabniogeHuem,
NCKNIOYaoLWMM  BO3MOXHOCTb  GECKOHTPOMBbHOMO  MPOHUMKHOBEHUS B MOMELLEHUS
MOCTOPOHHMX NnL, M obecneynBaroiMMm (OU3NYECKYIO COXPAHHOCTb HaxoAsALMXCa B
NnoMeLLeHN 3alumLLaeMbix pecypcoB (gokymeHToB, APM n 1.n.). Y6opka Takmx

NMOMELLEHNA  OOfKHa  NPOM3BOAUTBCS B MPUCYTCTBMM  OTBETCTBEHHOIO
COTPYAHWKA, 3a KOTOPbIM 3aKpensieHbl OaHHble KOMMOHEHTbI, C cobnogeHnem mep,
NCKNIOYaoLWmMX OOCTYyN MNOCTOPOHHUX §uL, K 3aluuwaemMbiM  MHAPOPMaLUMOHHBLIM
pecypcam.

Bo Bpemsa 06paboTkM nepcoHanbHbIX AaHHbIX B TaKMX MOMELLEHUSIX OOIDKEH
NpUCYTCTBOBATb TOMbKO MNepcoHan, AOMyLeHHbIn K paboTe C nepcoHanbHbIMU
AaHHBIMW.

3anpewaeTca npuveMm noceTuTernen B MOMELLEHUsX, Korga OcCyllecTBnseTcs
obpaboTka nepcoHanbHbIX AaHHbIX.

Mo oOkoHYaHMM paboyero [OHsS, TMOMELLEHUs, B KOTOPbIX pasMeLLarTcs
KOMMOHEHTbI MH(POPMALMOHHBIX CUCTEM YnpaBneHus obpas3oBaHus, 3anuparoTcs Ha
knod. 3gaHne  YnpaeBneHuss ob6pas3oBaHUS  OXpaHAETCA  YacCTHbIM  OXPaHHbIM
npeanpusiTuem.

5.4. PeenameHmauyuss ~ donycka compyOHUKO8 K  UCI0/1b308aHUI0
UHOpMaUUOHHbIX pecypcos

B pamkax paspelumTenbHOM cucTembl (MaTpuubl) OOCTyna ycTaHaBNUBaETCSH:
KTO, KOMY, Kakyt WMHopmMauuio U Ans Kakoro BMaa AoCTyna MOXET nNpegocTaBuTb U
NPV Kaknx yCrnoBusX.

Jdonyck nonb3oBaTenen Kk pabote C UHPOPMAUUNOHHBIMKA  CUCTEMAMM
YnpaBneHna obpasoBaHus W JOCTYN K €ee pecypcam [JormkeH ObiTb  CTporo
pernameHTupoBaH. Jliobble M3MeHeHUst cocTaBa M MNOSMIHOMOYWUIA NoONib3oBaTenemn
NOACUCTEM OOITKHbI NPON3BOANTLCS YCTAHOBIIEHHbLIM NOPSOKOM.

YpoBEeHb NMOMTHOMOYUI KaXOoro nonb3oBaTensl onpenensieTcss UHOMBUAYarnbHo,
cobntogasa cneaywowme TpeboBaHus:

- KaXObll COTPYOHUK NONb3yeTcsl TOSMbKO NpeanucaHHbIMM emy npaBaMu Mo
OTHOLLUEHMIO K MNepCoHanbHbIM [aHHbIM, C KOTOpbIMM eMmy Heobxoguma paboTa B
COOTBETCTBUN C OOSMKHOCTHbIMM 06si3aHHOCTAMW. PacluuvpeHne npaB gocTtyna u
npegocTaBneHne p[octyna K AOMOMHUTENbHbIM  MHAOPMALMOHHBIX pecypcam, B
obs3aTenbHOM  Nopsigke,  OOJMKHO — COrnacoBbiBaTbCs C  agMUHUCTPATOPOM
6e3o0nacHOCTM MHAPOPMALMOHHBIX CUCTEM NEPCOHANbHbBIX AAHHbIX;

- HavanbHUK YnpaBneHus obpas3oBaHWsi WMeeT npaBa Ha NPOCMOTP
WHpopMauun  CBOMX MNOOYMHEHHBIX TOMbKO B  YCTAHOBMEHHbLIX nNpegenax B
COOTBETCTBUMN CO CBOUMM AOSMKHOCTHBIMN 06A3aHHOCTAMMN.

Bce coTpygHukn YnpasnenHua obpasoBaHus u oBCAy>XuBalLWMA NepcoHan,
AOMMKHbI HECTM MepCOHarnbHY OTBETCTBEHHOCTb 3a HapyLeHUs YCTaHOBIIEHHOMO
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nopsgka o6paboTkM nepcoHanbHbIX AaHHbIX, MPaBWM XPaHEHWSs, UCMOMb30BaHUA U
nepefaym HaxoAsWMXCA B WX PaCropsPKeHUU 3alimliaeMblX PecypCoB CUCTEMBI.
Kaxxabih coTpygHuK (Npu npyeme Ha paboTy) AOSMKEH nognucbiBaTb 0643aTenbCTBO O
cobnogeHnn n OTBETCTBEHHOCTM 3a HapylleHMe YCTaHOBIIEHHbIX TpeboBaHui no
COXPaHEHMIO NEePCOHanbHbIX AaHHbIX YNpaBneHus obpasoBaHus.

O6paboTka nepcoHarnbHbIX AaHHbIX B KOMMOHEHTaX MHAOPMALMOHHBIX CUCTEM
YnpaeneHusa obpasoBaHMsa OOMKHA NPON3BOAUTHLCS B COOTBETCTBUUN C YTBEPXKAEHHBIMU
TEXHOMOMMYECKUMU UHCTPYKLUMSIMNA.

5.5. PeenameHmauyusi npoueccoe obcryxugaHUs U  OCyWecmerieHusi
ModOuuKayuu annapamHbiX U rnpogpaMmMHbIX pecypcos

B uenax nogaepxaHunsa pexuma MHopmaunoHHon 6e3onacHOCTU annapaTHo -
nporpamMmHas KoHUrypauusa aBTOMaTU3MPOBAHHbIX paboynx MecT COTPYOHWUKOB
YnpaBneHna obpasoBaHuWs, C  KOTOpbIX BO3MOXEH [OCTyn K pecypcam
MH(POPMALMNOHHBIX CUCTEM, JOMKHA COOTBETCTBOBATb KPYry BO3MOXEHHbIX Ha OAaHHbIX
nonb3oBaTtesien PyHKUNOHaNbHbIX 06Aa3aHHOCTEN.

B koMmnoHeHTax WHPOPMAUMOHHLIX CUCTEM UK Ha paboumx MecTax
nonb3oBaTesien [OOMKHbl  YCTaHaBMMBATbLCA W UCMNONb30BATbCA  JIMLEH3NOHHbIE
nporpaMmHble cpeacTsa.

5.6. ObecrneyeHue u KOHMpOb gbududyeckol uesiocmHocmu (HeuamMeHHoCmu
KOHgbuz2ypayuu) anrnapamHbiX pecypcos

O6opynoBaHne WHMPOPMALMOHHBLIX CUCTEM, WUCMONb3yemMoe Afs JocTtyna W
XpaHeHUs1 NepcoHarnbHbIX AaHHbIX, K KOTOPOMY OOCTYN 0BGCnyXMBalLlero nepcoHana B
npouecce aKcnyatauum He TpebyeTcd, nocne Hanago4vHbIX, PEMOHTHbIX U UHbIX paborT,
CBSA3aHHbIX C JOCTYMNOM K €ro KOMMNOHEHTaM LOMKHO 3aKpbIBaTbCS.

5.7. lNodbop u nodzomoeka rnepcoHarna, oby4yeHue rosib3ogamersel

Monb3oBaTtenu MHPOPMALMOHHLIX CUCTEM YnpaBreHusi obpasoBaHusd, a Takke
PYKOBOOSALWMIA N 0BCNy>XMBAKOLWMA NEepCcoHan OOMKHbl ObiTb O3HAKOMIIEHbI CO CBOMM
YPOBHEM MOMTHOMOYUA, @ TakKkKe OpraHn3auNOHHO-PaCNOPSAMTENbHON, HOPMAaTUBHON,
TEXHUYECKOM WM 3SKCNIlyaTauuMoHHOW [OOKYMEHTauumen, onpegenswowen TpeboBaHus u
nopsiaok 06paboTkn NnepcoHanbHbIX AaHHbIX YNpasneHnem obpa3oBaHus.

Ob6ecneyeHne 6e30nacHOCTU NepCcoHarnbHbIX AaHHbIX BO3MOXHO TOMbKO Mocne
BblpaboOTKM y nonb3oBaTenen onpeaeneHHonW KynbTypbl paboTbl, T.e. HOPM,
obs3aTtenbHbIX AN UCMOSIHEHUA BCEMMU, KTO paboTaeT €  WMHGPOPMALNOHHBIMU
pecypcamu YnpaeneHus obpasoBaHusa. K Takmm HOpmam MOXHO OTHECTM 3anpeLieHue
NMOObLIX  YMBIWIEHHbLIX  WAW  HEYMbIWMEHHbIX OEWUCTBUA, KOTOpbIE  HapyLliakT
HOpMarnbHyt0 paboTy KOMMOHEHTOB  MH(OPMALUMOHHbLIX CUCTEM  YnpaBneHus
obpasoBaHusa, BbI3bIBAlOT  OOMOMHUTENbHbIE  3aTpaTbl  PECYpCOB,  HapyLlalT
LEenoCTHOCTb XpaHMMOW n obpabaTbiBaemMon WHMOPMaLUK, HapywawT MWHTEpPeCHI
3aKOHHbIX Monb3oBaTenen, BnagenbLeB UM co6CTBEHHUKOB.

Bce nonb3oBatenu uMHMOOPMAUMOHHBLIX cuUCTEM YNpaBneHuss obpas3oBaHus
AOITKHbI ObITb O3HAKOMIEHbBI C OpraHn3aLMOHHO - pacnopsanTeNbHbIMU OOKYMEHTaMu
no obecnevyeHnto 6e30MNacHOCTM NepCcoHarnbHbIX AAaHHbLIX YNpaBneHus obpas3oBaHus, B
4yacTu, UX KacaroLwencs, AOIMKHbl 3HaTb U HEYKOCHUTENbHO BbIMOMHATL MHCTPYKUMU U
3HaTb obwme obsizaHHOCTU no obecneyeHuo 6e30NacHOCTU NEePCOHasrbHbIX AAHHbIX.
[oBeneHne TpeboBaHUN yKa3aHHbIX AOKYMEHTOB OO0 NWL, AONYLEHHbIX K ob6paboTke
3alMLLIaeMbIX NePCoHarbHbIX AaHHbIX, JOSMKHO OCYLLECTBNATLCS NOA4 POCMUCSH.

5.8. OmeemcmeeHHOCMb 3@ HapyweHuUsl YCmaHOB/IeHHO20  MopsioKa
M0/1b308aHUS pecypcamu UHGOPMaUUOHHbLIX cucmeM YnpasneHusi o6pasoeaHus
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Mepa OoTBETCTBEHHOCTM NepcoHarna 3a AeWCTBUS, COBEepLUEHHble B HapylueHue
yCTaHOBMEHHbIX npaBun obecnevyeHns ©GesonacHon paboTbl C NepcoHarbHbIMU
AaHHbIMW, OOSMPKHA ONpeaenaTbCA HaHeCEeHHbIM yuepboM, Hanmynem 3rforo ymbicrna u
ApYyrMMmn dhakTopamm no yCMOTPEHMIO PYKOBOACTBa YnpaBneHnst o06pa3oBaHus.

[nsa peanusauuu npuHumMna nepcoHanbHOM OTBETCTBEHHOCTU Nonb3oBaTenen 3a
CBOW OencTBusa HeobxoaMMbl:

- nHamBMayanbHas MaeHTUukauma nonb3oBaTenerl U MHULMUMPOBAHHBIX UMK
npoLeccoB, T.e. YCTaHOBMEHMEe 3a HUMK naeHtudpukaTopa (login, Username), Ha 6ase
koToporo 6yaeT OCyWecTBnATbCA pasrpaHnyeHne [Joctyna B COOTBETCTBUM C
NPUHUMNOM 060CHOBAHHOCTM A0CTYNa;

- npoBepka MNOASIMHHOCTM nonb3oBaTtenen (ayTeHTudukaunsa) Ha OCHoBe
naponewu;

- peakuuMss Ha nomnbITKM HECAHKUMOHMPOBAHHOIO JocTyna (curHanusauus,
GnokupoBka 1 T.4.).

5.9. Cpedcmea obecrieyeHusi 6e3ornacHocmu rnepcoHaribHbIX OaHHbIX

ans obecne4veHuns NHOPMaLIMOHHON BesonacHoCcTH YnpasneHnem
obpa3oBaHNg UCNONb3YTCA criefyolne cpeacTsa 3alnTbl:

- pmanyeckune cpeacTsa;

- TEXHUYECKMe CpeacTsa;

- cpeacTea naeHTuduKaumm n ayteHTudmkaummn nonb3oBaTenen;

- cpefcTBa pasrpaHn4yeHus JocTyna;

- cpeacTBa obecnevyeHns N KOHTPOSS LenoCTHOCTY;

- cpefcTBa onepaTMBHOIO KOHTPOMS U pernctpaumm cobbiTnin 6e30nacHOCTW.

CpeacTsa 3aWmnTbl OMKHbI MPUMEHATBLCS KO BCEM pecypcam MH(OPMaLMOHHBIX
cUCTEM YnpaBneHus obpa3oBaHud, He3aBUCUMO OT MX B1Aa 1 oopMbl NpeacTaBneHns
NHpopMaLUn B HMX.

5.9.1. dunsnyeckme cpencrea 3almThl

dusnyeckne Mepbl 3aWUTbl  OCHOBAHbl Ha MPUMMEHEHMM pasHoro poaa
MEXaHUYECKUX,  ONEKTPOHHbIX UMW  SNEKTPOHHO-MEXaHUYECKMX  YCTPOUCTB U
COOpPYXXEHUI, cneuunanbHO npegHasHavyeHHbIX ANns co3gaHnsa n3nyeckux NpensiTCTBUin
Ha BO3MOXHbIX MYTAX MPOHMKHOBEHMS WM LOCTyna MNOTeHUuMarnbHbIX HapywuTenem K
KOMMOHEHTaM CUCTEMbl U 3alULAEMbIM MNEpCOHarnbHbIM  AaHHbIM, a Takke
TEXHUYECKNX CPeACTB BU3yanbHOro HabnoaeHns, CBSA3M U OXPaHHOW CUrHanmM3aumu.

Ons obecneyeHus usnyeckon 6e30MacHOCTU KOMMOHEHTOB MH(OPMAaLMOHHBIX
cucTtem YnpaeneHuto obpasoBaHus HEOOXOOUMO OCYLLECTBIATb PS4 OPraHn3auMOHHbIX
M TEXHUYECKUX  MEpPOnpUATUN, BKITHOYAMOLLNX: npoBepky  obopyaoBaHus,
npeaHasHa4YeHHoro Ans obpaboTkn NepCcoHanbHbIX AaHHbIX, Ha:

- HanNn4uMe cneumanbHO BHEAPEHHbIX 3aKnaaHbIX YCTPONCTB;

- BBeEHWe JOMNOSTHUTESbHbBIX OrpaHUYeHnin MO AOCTYNY B NOMELLEHNS,

npegHasHa4YeHHble 4N XxpaHeHnsa n o6paboTkM NepcoHanbHbIX AHHbIX;

- obopygoBaHMe cUCTEM WMHopMaTM3auun YCTPOMCTBaAMM 3alumTbl OT cboes
9NEKTPONUTaAHUSA N MOMEX B NIMHUSAX CBSA3N.

5.9.2. TexHn4yeckune cpeacTaa 3aLmThl

TexHudeckne (annapaTHO-NporpaMMHble) Mepbl  3alWuTbl  OCHOBaHbl  Ha
MCNOMb30BaHMM PAa3fIMYHbBIX 3MEKTPOHHbIX YCTPOWCTB M CheuuarnbHbiX Nporpamm u
BbIMOMHAOLWNX (CAMOCTOATENbHO UKW B KOMMMEKCe C ApYrMMun cpencreamm) yHKLUm
3aWwnTbl  (MaeHTUMKaUMID ©n  ayTeHTMdUKaumio nornb3oBaTtenen, pasrpaHnyeHue
AocTyna K pecypcam, pernctpaumio cobbiTuin, KpunTorpaduyeckoe 3akpbiTue
nHpopmauumn n T.4.).

C yyeToM Bcex TpeboBaHuMA W npuHUMNOB obecneyeHnss ©e3onacHoCcTU
NnepcoHanbHbIX AaHHbIX MO BCEM HanpaBNeHWAM 3alMTbl B COCTaB CUCTEMbl 3aLUUTHI
AO0SKHbI ObIThb BKITHOYEHbI crnefyolune cpeacrea:
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- CpeacTBa pasrpaHMyeHus 4oCTyna K AaHHbIM;

- cpefcTtBa permcrtpauumn goctyna K KOMNOHeHTaM MHAOPMAaLUMOHHbLIX CUCTEM U
KOHTPOSIS 3a MCMNONb30oBaHNEM MHOpMaLMK;

- cpeacTBa pearMpoBaHWA Ha HapylweHuss pexunma  WHGPOPMauMOHHON
©e3onacHocTu.

Ha TexHuyeckMe cpeacTtBa 3aliMTbl BO3MaraeTcs pelleHue  cneayrolmnx
OCHOBHbIX 3agau:

- ngeHTMdmKauma n ayteHTMduKkaums nonb3oBartenen npu noMoLM UMEH Unm
crneumanbHbIX annapaTtHbix cpenctB (Advantor, Touch Memory, Smart Card, 3I1, n
T.M.);

- pernameHTauMs M ynpasneHue LOCTYNoM nofib3oBaTenie B MOMELLEHUs, K
JPM3NYECKMM U NTOTNYECKNM YCTPOMCTBAM,;

- 3awmta OT MNPOHMKHOBEHUS KOMMbIOTEPHBLIX BUPYCOB M PaspyLUUTENBHOMO
BO34ENCTBUA BPEAOHOCHbIX NpOrpamMm;

- peructpauus Bcex AeNCTBUIN NOSb3oBaTeNs B 3aLMLLEHHOM XypHarne, Hanudme
HECKOSbKUX YPOBHEN perucTpaumu;

- 3aWwuTa [AaHHbIX CUCTEMbI 3awuTbl Ha pannoBoMm cepBepe OT JocTyna
nonb3oBaTenen, B Ybl AOMKHOCTHbIE 00513aHHOCTN He BXOAUT paboTa ¢ MHgopmaumn,
HaxoAdsLEencs Ha HeM.

5.9.3. Cpeactea ngeHTUUKauum 1 ayteHTuduKaLmm nons3oBartenen

B uenax npepotBpawieHns paboTbl ¢ pecypcamMn MHPOPMALMOHHBIX CUCTEM
YnpasneHna obpasoBaHUsi MOCTOPOHHUX NUL Heo6xoauMo obecneynTb BO3MOXHOCTb
pacno3HaBaHWs Kagoro neranbHoro nonb3oBartens (unu rpynn nonb3oartenen). Ona
noeHTUuMKaumMm MoryT nNpUMEHATBCA Pas3fMYHOro poga YCTPOWUCTBA: MarHUTHbIEe
KapTO4KM, KIOYM, KINOYEBbLIE BCTABKW, ANCKETLI U T.1.

AyTeHTudurkauma (nogTeepxgeHne nognaMHHOCTM) Nonb3oBaTenen Takke MoxeT
OCYyLLECTBNATLCA:

- NyTeM TnMpOBEPKM Hanuuusa y nosib3oBaTenen Kakmx-nmbo cneumarnbHbIX
YCTPOMWCTB (MarHUTHbIX KAPTOYEK, KNHYEN, KITOYEBbIX BCTABOK U T.4.);

- NyTeM NPOBEPKM 3HAHNA MU Naponen;

- NyTEM MNPOBEPKN YHUKANbHBIX (PUBNYECKMX XapaKTEPUCTMK W NapameTpoB
camux nonb3oBaTtenen Npu NOMoLLM crneumanbHbiX BUOMETPUYECKMX YCTPOUCTB.

5.9.4. CpeactBa pasrpaHMyeHus gocryna

30HblI OTBETCTBEHHOCTM U 3a4a4M KOHKPETHbIX TEXHUYECKUX CPEeACTB 3alluThbl
YCTaHaBMMBAKOTCA UCXOASA M3 UX BO3MOXHOCTEMN U SKCMNyaTaUNOHHbIX XapakTEPUCTUK,
OMMCaHHbIX B JOKYMEHTaUUM Ha AaHHble cpeacTBa.

TexHnyeckne cpencrea pasrpaHMYeHns 4oCTyna AOMKHbI N0 BO3MOXHOCTU ObiTb
COCTaBHOW 4YacTbi €ANHOWN CUCTEMbl KOHTPOMS AocTyna:

- Ha KOHTPOSIMPYEMYIO TEPPUTOPMUIO;

- B OTAENbHbIE NOMELLEHUS;

- K KOMMOHEHTaM WH(OpMaUNOHHON cpeabl YnpasneHus obpasoBaHus W
afleMeHTaM CUCTEMBbI 3alUMUTbl NePCOHAnbHbIX AaHHbIX ((PU3NYECKUA 4OCTYN);

- K WH(OpMaUNOHHBIM pecypcaMm (OOKYMEHTaMm, HocuTenam wHdopmauum,
dannam, Habopam AaHHbIX, apxmBam, cnpaBkam U T.4.);

- K aKTUBHbIM pecypcam (npuknagHbIM nporpammMmam, 3agadam v 1.n.);

- K onepauynoHHON CUCTEME, CUCTEMHBIM NporpamMmmMmam 1 nporpaMmmam 3awmTbl.

5.9.5. CpeactBa obecneveHnsi 1 KOHTPONA LLENOCTHOCTM

CpeactBa obecnedeHusi LENOCTHOCTM BKOYAKT B CBOM COCTaB CpeacTsa
pPe3epBHOIO  KOMUMPOBAHWUS, MpPOrpamMmMbl  aHTUBUMPYCHOW  3aluTbl, NporpamMmbl
BOCCTaHOBMNEHMS LeNOCTHOCTM onepaunoHHon cpeabl n 6a3 AaHHbIX.

CpencrBa KOHTPOMA LENOCTHOCTUM  WMHAPOPMALMOHHBLIX PEeCcypcoB CUCTEMbI
npegHasHayeHbl Ofs1 CBOEBPEMEHHOINO OBHapYXeHUs MOAUMUKALUN UM UCKaXKEeHUN
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pecypcoB cuctembl. OHM NO3BOMAIT 0becneyunTb NpPaBUNbLHOCTb (PYHKLMOHMPOBAHNUS
CMUCTEMbI 3aLLMTbl U LEeNOCTHOCTb XpaHMMon n obpabaTtbiBaemMon nHopmauuu.

KoHTpOnb LenocTHOCTM MHAOpMaLLMM U CPeACTB 3aLLMThbl, C Liernblo obecrneyeHns
HEU3MEHHOCTU  MH(OPMAUMOHHOW  cpefpbl, onpeaendemMon  npeaycMOTPEHHOM
TexHonornen o6paboTkM, M 3aWmMTbl OT HECaHKUMOHWPOBAHHOW Moaudukaumm
nepcoHanbHbIX AaHHbIX AOMKEH obecneyunBaThbCs:

- cpeactBamMu pasrpaHudeHuss goctyna (B MNOMeLleHWs, K OOKYMeHTaMm, K
HOCUTENAM MHGOPMaLMK, K cepBepam, JIOrM4eCcKNUM YCTPOUCTBaM M T.M.);

- cpeacTBaMu AIEKTPOHHOM NOANMUCH;

- cpeAcTBaMu noAacyeTa KOHTPOSbHbIX CYyMM (4151 MICNOMb3YyeMOro NnporpamMmmMHOro
obecneyeHus).

5.9.6. CpeactBa onepatMBHOMO KOHTPONS WM peructpaumm  cobbiTun
B6esonacHocTK

CpeactBa OOGBLEKTMBHOIO KOHTPONSA AOSMKHbI obecnednBaTb OOHapyXeHue W
pernctpauunio Bcex cobbiTnin (gencTemi nonb3osartenen, nonbitok HC v 1.n.), KoTopble
MOryT noBreyb 3a cobon HapylieHne 6Ge30nacHOCTM U MPUBECTU K BO3HUKHOBEHMIO
KPU3UCHBIX cuUTyauuin. AHanm3 cobpaHHOW cpeacTtBamMu permcrpauum MHgopmMaumm
NO3BOMSET BbIABUTL (PaKTbl COBEPLUEHUSI HAPYLLUEHWI, NX XapakTep, NoAcka3aTb MeToA
ero paccnegosaHnss 1 crnocobbl MOUCKa HapyLwmuTena W WUCNpaBfeHus CUTyauuwn.
CpeqncTtBa KOHTPONs U permctpaumm 4OSKHbI NPeaoCcTaBnsiTb BO3MOXHOCTH:

- BeJeHua U1 aHanmMsa >XypHanoB peructpauum cobbituin 6esonacHocTu
(CMCTEeMHbIX XXypHanosB);

- nomnydeHus TBepaon konuu (NedyaTtu) XKypHana permcrpaumm cobbITun
©e3onacHocTK;

- YynopsgoyYeHnss XKypHanoB, a Takke YCTaHOBIIEHUSI OrpaHUYEeHUA Ha CPOK WX
XpaHeHWs;

- OrepaTMBHOroO OMoBeLLeHNs aaMUHUCTpaTopa 6e30MacHOCTN O HapYLLEHUSX.

Mpn pernctpaumm cobbiTn 6e3onacHOCTU B XypHane AoSMKHa PUKCMPOBATbCSH
cnegyrowaa ntHgopmaums:

- AaTa un BpemMs cobbITus;

- naeHTumkaTop cybbekTa, OCyLEeCTBAIOLWEro permcTpupyeMmoe 4encTBume;

- gencrtsue (TN gocTtyna).

5.10. KoHmpornb achghbekmusHocmu cucmembi 3auyumal

KoHTponb aheKTUBHOCTM 3aLLMTbl NEPCOHAmNbHbIX AAHHbIX OCYLLECTBNAETCH C
LUenbl CBOEBPEMEHHOINO BbISIBIEHUA W NpefoTBpaLleHUss YTeYKM nepcoHarnbHbIX
OaHHbIX 3@ CYeT HEeCaHKUMOHWMPOBAHHOIMO [AOCTyna, a Takke npeaynpexaeHus
BO3MOXHbIX  CrleunanbHbIX  BO3OEWCTBUA,  HarmpaBfieHHbIX Ha  YHUYTOXEHWe
nepcoHanbHbIX [aHHbIX, paspylleHne cpencts MHdopmatTmsaumm. KoHTponb MoOXeT
NPOBOAUTLCS NPUBSIEKAEMbIMU A1151 3TOWN LIeNN OpraHn3aumsmMmn, UMELLMMU JIULEH3NIO
Ha 9TOT B OeATENbHOCTH.

OueHka 9 eKTMBHOCTU Mep 3alMTbl NEPCOHasrbHbIX aHHbIX MNPOBOAUTCHA C
NCMOMNb30BaHMEM TEXHUYECKUX W MNPOrpaMMHbIX CPeaCcTB KOHTPONA Ha npeameTr
COOTBETCTBUSA YCTAHOBMNEHHbLIM TPeOOBaAHUAM.
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